


Introduction to Software Testing

This extensively classroom-tested text takes an innovative approach to
explaining software testing that defines it as the process of applying a few
precise, general-purpose criteria to a structure or model of the software.
The text incorporates cutting-edge developments, including techniques to
test modern types of software such as OO, web applications, and
embedded software. This revised second edition significantly expands
coverage of the basics, thoroughly discussing test automaton frameworks,
and adds new, improved examples and numerous exercises. Key features
include:

The theory of coverage criteria is carefully, cleanly explained to help
students understand concepts before delving into practical
applications.

Extensive use of the JUnit test framework gives students practical
experience in a test framework popular in industry.
Exercises feature specifically tailored tools that allow students to check
their own work.

Instructor’s manual, PowerPoint slides, testing tools for students, and
example software programs in Java are available from the book’s
website.

Paul Ammann is Associate Professor of Software Engineering at George
Mason University. He earned the Volgenau School’s Outstanding
Teaching Award in 2007. He led the development of the Applied
Computer Science degree, and has served as Director of the MS Software
Engineering program. He has taught courses in software testing, applied
object-oriented theory, formal methods for software engineering, web
software, and distributed software engineering. Ammann has published
more than eighty papers in software engineering, with an emphasis on
software testing, security, dependability, and software engineering
education.
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University. He leads the MS in Software Engineering program, teaches
software engineering courses at all levels, and developed new courses on
several software engineering subjects. He was awarded the George Mason
University Teaching Excellence Award, Teaching with Technology, in
2013. Offutt has published more than 165 papers in areas such as model-
based testing, criteria-based testing, test automaton, empirical software
engineering, and software maintenance. He is Editor-in-Chief of the
Journal of Software Testing, Verification and Reliability; helped found the
IEEE International Conference on Software Testing; and is the founder of
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Preface to the Second Edition

Much has changed in the field of testing in the eight years since the first
edition was published. High-quality testing is now more common in
industry. Test automation is now ubiquitous, and almost assumed in large
segments of the industry. Agile processes and test-driven development are
now widely known and used. Many more colleges offer courses on
software testing, both at the undergraduate and graduate levels. The ACM
curriculum guidelines for software engineering include software testing in
several places, including as a strongly recommended course [Ardis et al.,
2015].

The second edition of Introduction to Software Testing incorporates new
features and material, yet retains the structure, philosophy, and online
resources that have been so popular among the hundreds of teachers who
haveused the book.

What is new about the second edition?

The first thing any instructor has to do when presented with a new edition
of a book is analyze what must be changed in the course. Since we have
been in that situation many times, we want to make it as easy as possible
for our audience. We start with a chapter-to-chapter mapping.

First Second

Edition Edition Topic

Part I: Foundations

Why do we test software?

Chapter 01 (motivation)
Ch:gter 02 Model-driven test design

Chapter 1 Chapter 03 (abStFaCtiOH). .
Chapter 04 Test automation (JUnit)

Chapter 05 Putting testing first (TDD)




Criteria-based test design (criteria)
Part II: Coverage Criteria
Chapter 2 Chapter 07 Graph coverage
Chapter 3 Chapter 08 Logic coverage
Chapter 4 Chapter 09 Syntax-based testing
Chapter 5 Chapter 06 Input space partitioning
Part III: Testing in Practice
Chapter 10 Mapggmg the test process
Writing test plans
Chapter 11 Test implementation
Chapter 6 Chapter 12 Res ; li ente tierl1 Of r evolvin
Chapter 13 egression testing for evolving
Chapter 14 software
Writing effective test oracles
Chapter 7 N/A Technologies
Chapter 8 N/A Tools
Chapter 9 N/A Challenges

The most obvious, and largest change, is that the introductory chapter 1
from the first edition has been expanded into five separate chapters. This is
a significant expansion that we believe makes the book much better. The
new part 1 grew out of our lectures. After the first edition came out, we
started adding more foundational material to our testing courses. These
new ideas were eventually reorganized into five new chapters. The new
chapter 01' has much of the material from the first edition chapter 1,
including motivation and basic definitions. It closes with a discussion of
the cost of late testing, taken from the 2002 RTI report that is cited in
every software testing research proposal. After completing the first edition,
we realized that the key novel feature of the book, viewing test design as
an abstract activity that is independent of the software artifact being used
to design the tests, implied a completely different process. This led to
chapter 02, which suggests how test criteria can fit into practice. Through
our consulting, we have helped software companies modify their test
processes to incorporate this model.

A flaw with the first edition was that it did not mention JUnit or other
test automation frameworks. In 2016, JUnit is used very widely in
industry, and is commonly used in CS1 and CS2 classes for automated
grading. Chapter 03 rectifies this oversight by discussing test automation
in general, the concepts that make test automation difficult, and explicitly



teaches JUnit. Although the book is largely technology-neutral, having a
consistent test framework throughout the book helps with examples and
exercises. In our classes, we usually require tests to be automated and
often ask students to try other “*-Unit” frameworks such as HttpUnit as
homework exercises. We believe that test organizations cannot be ready to
apply test criteria successfully before they have automated their tests.

Chapter 04 goes to the natural next step of test-driven development.
Although TDD is a different take on testing than the rest of the book, it’s
an exciting topic for test educators and researchers precisely because it
puts testing front and center—the tests become the requirements. Finally,
chapter 05 introduces the concept of test criteria in an abstract way. The
jelly bean example (which our students love, especially when we share), is
still there, as are concepts such as subsumption.

Part 2, which is the heart of the book, has changed the least for the
second edition. In 2014, Jeff asked Paul a very simple question: “Why are
the four chapters in part 2 in that order?” The answer was stunned silence,
as we realized that we had never asked which order they should appear in.
It turns out that the RIPR model, which is certainly central to software
testing, dictates a logical order. Specifically, input space partitioning does
not require reachability, infection, or propagation. Graph coverage criteria
require execution to “get to” some location in the software artifact under
test, that is, reachability, but not infection or propagation. Logic coverage
criteria require that a predicate not only be reached, but be exercised in a
particular way to affect the result of the predicate. That is, the predicate
must be infected. Finally, syntax coverage not only requires that a location
be reached, and that the program state of the “mutated” version be
different from the original version, but that difference must be visible after
execution finishes. That is, it must propagate. The second edition orders
these four concepts based on the RIPR model, where each chapter now has
successively stronger requirements. From a practical perspective, all we
did was move the previous chapter 5 (now chapter 06) in front of the graph
chapter (now chapter 07).

Another major structural change is that the second edition does not
include chapters 7 through 9 from the first edition. The first edition
material has become dated. Because it is used less than other material in
the book, we decided not to delay this new edition of the book while we
tried to find time to write this material. We plan to include better versions
of these chapters in a third edition.



We also made hundreds of changes at a more detailed level. Recent
research has found that in addition to an incorrect value propagating to the
output, testing only succeeds if our automated test oracle looks at the right
part of the software output. That is, the test oracle must reveal the failure.
Thus, the old RIP model is now the RIPR model. Several places in the
book have discussions that go beyond or into more depth than is strictly
needed. The second edition now includes “meta discussions,” which are
ancillary discussions that can be interesting or insightful to some students,
but unnecessarily complicated for others.

The new chapter 06 now has a fully worked out example of deriving an
input domain model from a widely used Java library interface (in section
06.4). Our students have found this helps them understand how to use the
input space partitioning techniques. The first edition included a section on
“Representing graphs algebraically.” Although one of us found this
material to be fun, we both found it hard to motivate and unlikely to be
used in practice. It also has some subtle technical flaws. Thus, we removed
this section from the second edition. The new chapter 08 (logic) has a
significant structural modification. The DNF criteria (formerly in section
3.6) properly belong at the front of the chapter. Chapter 08 now starts with
semantic logic criteria (ACC and ICC) in 08.1, then proceeds to syntactic
logic criteria (DNF) in 08.2. The syntactic logic criteria have also changed.
One was dropped (UTPC), and CUTPNFP has been joined by MUTP and
MNFP. Together, these three criteria comprise MUMCUT.

Throughout the book (especially part 2), we have improved the
examples, simplified definitions, and included more exercises. When the
first edition was published we had a partial solution manual, which
somehow took five years to complete. We are proud to say that we learned
from that mistake: we made (and stuck by!) a rule that we couldn’t add an
exercise without also adding a solution. The reader might think of this rule
as testing for exercises. We are glad to say that the second edition book
website debuts with a complete solution manual.

The second edition also has many dozens of corrections (starting with
the errata list from the first edition book website), but including many
more that we found while preparing the second edition. The second edition
also has a better index. We put together the index for the first edition in
about a day, and it showed. This time we have been indexing as we write,
and committed time near the end of the process to specifically focus on the
index. For future book writers, indexing is hard work and not easy to turn



over to a non-author!

What is still the same in the second edition?

The things that have stayed the same are those that were successful in the
first edition. The overall observation that test criteria are based on only
four types of structures is still the key organizing principle of the second
edition. The second edition is also written from an engineering viewpoint,
assuming that users of the book are engineers who want to produce the
highest quality software with the lowest possible cost. The concepts are
well grounded in theory, yet presented in a practical manner. That is, the
book tries to make theory meet practice; the theory is sound according to
the research literature, but we also show how the theory applies in practice.

The book is also written as a text book, with clear explanations, simple
but illustrative examples, and lots of exercises suitable for in-class or out-
of-class work. Each chapter ends with bibliographic notes so that
beginning research students can proceed to learning the deeper ideas
involved in software testing. The book website
(https://cs.gmu.edu/~offutt/softwaretest/) is rich in materials with solution
manuals, listings of all example programs in the text, high quality
PowerPoint slides, and software to help students with graph coverage,
logic coverage, and mutation analysis. Some explanatory videos are also
available and we hope more will follow. The solution manual comes in
two flavors. The student solution manual, with solutions to about half the
exercises, is available to everyone. The instructor solution manual has
solutions to all exercises and is only available to those who convince the
authors that they are using a book to teach a course.

Using the book in the classroom

The book chapters are built in a modular, component-based manner. Most
chapters are independent, and although they are presented in the order that
we use them, inter-chapter dependencies are few and they could be used in
almost any order. Our primary target courses at our university are a fourth-
year course (SWE 437) and a first-year graduate course (SWE 637).
Interested readers can search on those courses (“mason swe 437” or


https://cs.gmu.edu/~offutt/softwaretest/

“mason swe 637”) to see our schedules and how we use the book. Both
courses are required; SWE 437 is required in the software engineering
concentration in our Applied Computer Science major, and SWE 637 is
required in our MS program in software engineering. Chapters 01 and 03
can be used in an early course such as CS2 in two ways. First, to sensitize
early students to the importance of software quality, and second to get
them started with test automation (we use JUnit at Mason). A second-year
course in testing could cover all of part 1, chapter 06 from part 2, and all or
part of part 3. The other chapters in part 2 are probably more than what
such students need, but input space partitioning is a very accessible
introduction to structured, high-end testing. A common course in north
American computer science programs is a third-year course on general
software engineering. Part 1 would be very appropriate for such a course.
In 2016 we are introducing an advanced graduate course on software
testing, which will span cutting-edge knowledge and current research. This
course will use some of part 3, the material that we are currently
developing for part 4, and selected research papers.

Teaching software testing

Both authors have become students of teaching over the past decade. In the
early 2000s, we ran fairly traditional classrooms. We lectured for most of
the available class time, kept organized with extensive PowerPoint slides,
required homework assignments to be completed individually, and gave
challenging, high-pressure exams. The PowerPoint slides and exercises in
the first edition were designed for this model.

However, our teaching has evolved. We replaced our midterm exam
with weekly quizzes, given in the first 15 minutes of class. This distributed
a large component of the grade through the semester, relieved much of the
stress of midterms, encouraged the students to keep up on a weekly basis
instead of cramming right before the exam, and helped us identify students
who were succeeding or struggling early in the term.

After learning about the “flipped classroom” model, we experimented
with recorded lectures, viewed online, followed by doing the “homework”
assignments in class with us available for immediate help. We found this
particularly helpful with the more mathematically sophisticated material
such as logic coverage, and especially beneficial to struggling students. As



the educational research evidence against the benefits of lectures has
mounted, we have been moving away from the “sage on a stage” model of
talking for two hours straight. We now often talk for 10 to 20 minutes,
then give in-class exercises® where the students immediately try to solve
problems or answer questions. We confess that this is difficult for us,
because we love to talk! Or, instead of showing an example during our
lecture, we introduce the example, let the students work the next step in
small groups, and then share the results. Sometimes our solutions are
better, sometimes theirs are better, and sometimes solutions differ in
interesting ways that spur discussion.

There is no doubt that this approach to teaching takes time and cannot
acccomodate all of the PowerPoint slides we have developed. We believe
that although we cover less material, we uncover more, a perception
consistent with how our students perform on our final exams.

Most of the in-class exercises are done in small groups. We also
encourage students to work out-of-class assignments collaboratively. Not
only does evidence show that students learn more when they work
collaboratively (“peer-learning”), they enjoy it more, and it matches the
industrial reality. Very few software engineers work alone.

Of course, you can use this book in your class as you see fit. We offer
these insights simply as examples for things that work for us. We
summarize our current philosophy of teaching simply: Less talking, more
teaching.
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often draw them from regular exercises in the text. Interested readers can extract
recent versions from our course web pages with a search engine.
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Why Do We Test Software?

The true subject matter of the tester is not testing, but the design of test cases.

The purpose of this book is to teach software engineers how to test. This
knowledge is useful whether you are a programmer who needs to unit test
your own software, a full-time tester who works mostly from requirements
at the user level, a manager in charge of testing or development, or any
position in between. As the software industry moves into the second
decade of the 21st century, software quality is increasingly becoming
essential to all businesses and knowledge of software testing is becoming
necessary for all software engineers.

Today, software defines behaviors that our civilization depends on in
systems such as network routers, financial calculation engines, switching
networks, the Web, power grids, transportation systems, and essential
communications, command, and control services. Over the past two
decades, the software industry has become much bigger, is more
competitive, and has more users. Software is an essential component of
exotic embedded applications such as airplanes, spaceships, and air traffic
control systems, as well as mundane appliances such as watches, ovens,
cars, DVD players, garage door openers, mobile phones, and remote
controllers. Modern households have hundreds of processors, and new cars
have over a thousand; all of them running software that optimistic
consumers assume will never fail! Although many factors affect the
engineering of reliable software, including, of course, careful design and
sound process management, testing is the primary way industry evaluates
software during development. The recent growth in agile processes puts
increased pressure on testing; unit testing is emphasized heavily and test-
driven development makes tests key to functional requirements. It is clear
that industry is deep into a revolution in what testing means to the success



of software products.

Fortunately, a few basic software testing concepts can be used to design
tests for a large variety of software applications. A goal of this book is to
present these concepts in such a way that students and practicing engineers
can easily apply them to any software testing situation.

This textbook differs from other software testing books in several
respects. The most important difference is in how it views testing
techniques. In his landmark book Software Testing Techniques, Beizer
wrote that testing is simple—all a tester needs to do is “find a graph and
cover it.” Thanks to Beizer’s insight, it became evident to us that the
myriad of testing techniques present in the literature have much more in
common than is obvious at first glance. Testing techniques are typically
presented in the context of a particular software artifact (for example, a
requirements document or code) or a particular phase of the lifecycle (for
example, requirements analysis or implementation). Unfortunately, such a
presentation obscures underlying similarities among techniques.

This book clarifies these similarities with two innovative, yet
simplifying, approaches. First, we show how testing is more efficient and
effective by using a classical engineering approach. Instead of designing
and developing tests on concrete software artifacts like the source code or
requirements, we show how to develop abstraction models, design tests at
the abstract level, and then implement actualtests at the concrete level by
satisfying the abstract designs. This is the exact process that traditional
engineers use, except whereas they usually use calculus and algebra to
describe the abstract models, software engineers usually use discrete
mathematics. Second, we recognize that all test criteria can be defined
with a very short list of abstract models: input domain characterizations,
graphs, logical expressions, and syntactic descriptions. These are directly
reflected in the four chapters of Part II of this book.

This book provides a balance of theory and practical application,
thereby presenting testing as a collection of objective, quantitative
activities that can be measured and repeated. The theory is based on the
published literature, and presented without excessive formalism. Most
importantly, the theoretical concepts are presented when needed to support
the practical activities that test engineers follow. That is, this book is
intended for all software developers.



WHEN SOFTWARE GOES BAD

As said, we consider the development of software to be engineering. And
like any engineering discipline, the software industry has its shares of
failures, some spectacular, some mundane, some costly, and sadly, some
that have resulted in loss of life. Before learning about software disasters,
it is important to understand the difference between faults, errors, and
failures. We adopt the definitions of software fault, error, and failure from
the dependability community.

Definition 1.1 Software Fault: A static defect in the software.

Definition 1.2 Software Error: An incorrect internal state that is the
manifestation of some fault.

Definition 1.3 Software Failure: External, incorrect behavior with
respect to the requirements or another description of the expected
behavior.

Consider a medical doctor diagnosing a patient. The patient enters the
doctor’s office with a list of failures (that is, symptoms). The doctor then
must discover the fault, or root cause of the symptoms. To aid in the
diagnosis, a doctor may order tests that look for anomalous internal
conditions, such as high blood pressure, an irregular heartbeat, high levels
of blood glucose, or high cholesterol. In our terminology, these anomalous
internal conditions correspond to errors.

While this analogy may help the student clarify his or her thinking about
faults, errors, and failures, software testing and a doctor’s diagnosis differ
in one crucial way. Specifically, faults in software are design mistakes.
They do not appear spontaneously, but exist as a result of a decision by a
human. Medical problems (as well as faults in computer system hardware),
on the other hand, are often a result of physical degradation. This
distinction is important because it limits the extent to which any process
can hope to control software faults. Specifically, since no foolproof way
exists to catch arbitrary mistakes made by humans, we can never eliminate
all faults from software. In colloquial terms, we can make software
development foolproof, but we cannot, and should not attempt to, make it
damn-foolproof.

For a more precise example of the definitions of fault, error, and failure,



we need to clarify the concept of the state. A program state is defined
during execution of a program as the current value of all live variables and
the current location, as given by the program counter. The program
counter (PC) is the next statement in the program to be executed and can
be described with a line number in the file (PC = 5) or the statement as a
string (PC = “if (x > y)”). Most of the time, what we mean by a statement
is obvious, but complex structures such as for loops have to be treated
specially. The program line “for (i=1; i < N; i++)” actually has three
statements that can result in separate states. The loop initialization (“i=1")
is separate from the loop test (“i < N”), and the loop increment (“i++”)
occurs at the end of the loop body. As an illustrative example, consider the
following Java method:

f**
* Counts zeroes in an array
* @param x array to count zeroes in
* @return number of occurrences of 0 in x
* @throws NullPointerException if x is null
"
public static int numZero (int[] x)
{

int count = 0;

for (int i = 1; i < x.length; i++)

{

if (x[1] == 0) count++;
}

return count;

}

Sidebar

Programming Language Independence

This book strives to be independent of language, and most of the
concepts in the book are. At the same time, we want to illustrate these
concepts with specific examples. We choose Java, and emphasize that
most of these examples would be very similar in many other common




languages.

The fault in this method is that it starts looking for zeroes at index 1
instead of index 0, as is necessary for arrays in Java. For example,
numZero ([2, 7, 0]) correctly evaluates to 1, while numZero
([0, 7, 21) incorrectly evaluates to 0. In both tests the faulty
statement is executed. Although both of these tests result in an error, only
the second results in failure. To understand the error states, we need to
identify the state for the method. The statefor numZero () consists of
values for the variables x, count, i, and the program counter ( PC). For
the first example above, the state at the loop test on the very first iteration
of the loop is ( x = [2, 7, 0], count =0, i =1, PC = “ i <
x.length”). Notice that this state is erroneous precisely because the
value of i should be zero on the first iteration. However, since the value of
count is coincidentally correct, the error state does not propagate to the
output, and hence the software does not fail. In other words, a state is in
error simply if it is not the expected state, even if all of the values in the
state, considered in isolation, are acceptable. More generally, if the
required sequence of states is s, Sy, Sy, ..., and the actual sequence of states

is Sg, Sy, S3, ..., then state s, is in error in the second sequence. The fault

model described here is quite deep, and this discussion gives the broad
view without going into unneeded details. The exercises at the end of the
section explore some of the subtleties of the fault model.

In the second test for our example, the error state is ( x = [0, 7, 2],
count = 0,1 =1, PC =“1i < x.length”). In this case, the error
propagates to the variable count and is present in the return value of the
method. Hence a failure results.

The term bug is often used informally to refer to all three of fault, error,
and failure. This book will usually use the specific term, and avoid using
“bug.” A favorite story of software engineering teachers is that Grace
Hopper found a moth stuck in a relay on an early computing machine,
which started the use of bug as a problem with software. It is worth noting,
however, that the term bug has an old and rich history, predating software
by at least a century. The first use of bug to generally mean a problem we
were able to find is from a quote by Thomas Edison :

It has been just so in all of my inventions. The first step is an intuition, and



comes with a burst, then difficulties arise—this thing gives out and [it is]

then that ‘Bugs’—as such little faults and difficulties are called—show

themselves and months of intense watching, study and labor are requisite.
— Thomas Edison

A very public failure was the Mars lander of September 1999, which
crashed due to a misunderstanding in the units of measure used by two
modules created by separate software groups. One module computed
thruster data in English units and forwarded the data to a module that
expected data in metric units. This is a very typical integration fault (but in
this case enormously expensive, both in terms of money and prestige).

One of the most famous cases of software killing people is the Therac-
25 radiation therapy machine. Software faults were found to have caused
at least three deaths due to excessive radiation. Another dramatic failure
was the launch failure of the first Ariane 5 rocket, which exploded 37
seconds after liftoff in 1996. The low-level cause was an unhandled
floating point conversion exception in an inertial guidance system
function. It turned out that the guidance system could never encounter the
unhandled exception when used on the Ariane 4 rocket. That is,
theguidance system function was correct for Ariane 4. The developers of
the Ariane 5 quite reasonably wanted to reuse the successful inertial
guidance system from the Ariane 4, but no one reanalyzed the software in
light of the substantially different flight trajectory of the Ariane 5.
Furthermore, the system tests that would have found the problem were
technically difficult to execute, and so were not performed. The result was
spectacular—and expensive!

The famous Pentium bug was an early alarm of the need for better
testing, especially unit testing. Intel introduced its Pentium microprocessor
in 1994, and a few months later, Thomas Nicely, a mathematician at
Lynchburg College in Virginia, found that the chip gave incorrect answers
to certain floating-point division calculations.

The chip was slightly inaccurate for a few pairs of numbers; Intel
claimed (probably correctly) that only one in nine billion division
operations would exhibit reduced precision. The fault was the omission of
five entries in a table of 1, 066 values (part of the chip’s circuitry) used by
a division algorithm. The five entries should have contained theconstant
+2, but the entries were not initialized and contained zero instead. The
MIT mathematician Edelman claimed that “the bug in the Pentium was an



easy mistake to make, and a difficult one to catch,” an analysis that misses
an essential point. This was a very difficult mistake to find during system
testing, and indeed, Intel claimed to have run millions of tests using this
table. But the table entries were left empty because a loop termination
condition was incorrect; that is, the loop stopped storing numbers before it
was finished. Thus, this would have been a very simple fault to find during
unit testing; indeed analysis showed that almost any unit level coverage
criterion would have found this multimillion dollar mistake.

The great northeast blackout of 2003 was started when a power line in
Ohio brushed against overgrown trees and shut down. This is called a fault
in the power industry. Unfortunately, the software alarm system failed in
the local power company, so system operators could not understand what
happened. Other lines also sagged into trees and switched off, eventually
overloading other power lines, which then cut off. This cascade effect
eventually caused a blackout throughout southeastern Canada and eight
states in the northeastern part of the US. This is considered the biggest
blackout in North American history, affecting 10 million people in Canada
and 40 million in the USA, contributing to at least 11 deaths and costing
up to $6 billion USD.

Some software failures are felt widely enough to cause severe
embarrassment to the company. In 2011, a centralized students data
management system in Korea miscalculated the academic grades of over
29, 000 middle and high school students. This led to massive confusion
about college admissions and a government investigation into the software
engineering practices of the software vendor, Samsung Electronics.

A 1999 study commissioned by the U.S. National Research Council and
the U.S. President’s commission on critical infrastructure protection
concluded that the current base of science and technology is inadequate for
building systems to control critical software infrastructure. A 2002 report
commissioned by the National Institute of Standards and Technology
(NIST) estimated that defective software costs the U.S. economy $59.5
billion per year. The report further estimated that 64% of the costs were a
result of user mistakes and 36% a result of design and development
mistakes, and suggested that improvements in testing could reduce this
cost by about a third, or $22.5 billion. Blumenstyk reported that web
application failures lead to huge losses in businesses; $150, 000 per hour
in media companies, $2.4 million per hour in credit card sales, and $6.5
million per hour in the financial services market.



Software faults do not just lead to functional failures. According to a
Symantec security threat report in 2007, 61 percent of all vulnerabilities
disclosed were due to faulty software. The most common are web
application vulnerabilities that can be attacked by some common attack
techniques using invalid inputs.

These public and expensive software failures are getting more common
and more widely known. This is simply a symptom of the change in
expectations of software. As we move further into the 21st century, we are
using more safety critical, real-time software. Embedded software has
become ubiquitous; many of us carry millions of lines of embedded
software in our pockets. Corporations rely more and more on large-scale
enterprise applications, which by definition have large user bases and high
reliability requirements. Security, which used to depend on cryptography,
then database security, then avoiding network vulnerabilities, is now
largely about avoiding software faults. The Web has had a major impact. It
features a deployment platform that offers software services that are very
competitive and available to millions of users. They are also distributed,
adding complexity, and must be highly reliable to be competitive. More so
than at any previous time, industry desperately needs to apply the
accumulated knowledge of over 30 years of testing research.

GOALS OF TESTING SOFTWARE

Surprisingly, many software engineers are not clear about their testing
goals. Is it to show correctness, find problems, or something else? To
explore this concept, we first must separate validation and verification.
Most of the definitions in this book are taken from standards documents,
and although the phrasing is ours, we try to be consistent with the
standards. Useful standards for reading in more detail are the IEEE
Standard Glossary of Software Engineering Terminology, DOD-STD-
2167A and MIL-STD-498 from the US Department of Defense, and the
British Computer Society’s Standard for Software Component Testing.

Definition 1.4 Verification: The process of determining whether the
products of a phase of the software development process fulfill the
requirements established during the previous phase.

Definition 1.5 Validation: The process of evaluating software at the



end of software development to ensure compliance with intended
usage.

Verification is usually a more technical activity that uses knowledge
about the individual software artifacts, requirements, and specifications.
Validation usually depends on domain knowledge; that is, knowledge of
the application for which the software is written. For example, validation
of software for an airplane requires knowledge from aerospace engineers
and pilots.

As a familiar example, consider a light switch in a conference room.
Verification asks if the lighting meets the specifications. The specifications
might say something like, “The lights in front of the projector screen can
be controlled independently of the other lights in the room.” If the
specifications are written down somewhere and thelights cannot be
controlled independently, then the lighting fails verification, precisely
because the implementation does not satisfy the specifications. Validation
asks whether users are satisfied, an inherently fuzzy question that has
nothing to do with verification. If the “independent control” specification
is neither written down nor satisfied, then, despite the disappointed users,
verification nonetheless succeeds, because the implementation satisfies the
specification. But validation fails, because the specification for the lighting
does not reflect the true needs of the users. This is an important general
point: validation exposes flaws in specifications.

The acronym “IV&V” stands for “Independent Verification and
Validation,” where “independent” means that the evaluation is done by
non-developers. Sometimes the IV&V team is within the same project,
sometimes the same company, and sometimes it is entirely an external
entity. In part because of the independent nature of IV&YV, the process
often is not started until the software is complete and is often done by
people whose expertise is in the application domain rather than software
development. This can sometimes mean that validation is given more
weight than verification. This book emphasizes verification more than
validation, although most of the specific test criteria we discuss can be
used for both activities.

Beizer discussed the goals of testing in terms of the “test process
maturity levels” of an organization, where the levels are characterized by
the testers’ goals. He defined five levels, where the lowest level is not
worthy of being given a number.



Level e s no difference between testing and debugging.

Level ..
The purpose of testing is to show correctness.

Level The purpose of testing is to show that the software does not
2 work.

Level The purpose of testing is not to prove anything specific, but to
3 reduce the risk of using the software.

Level Testing is a mental discipline that helps all IT professionals
4 develop higher- quality software.

Level 0 is the view that testing is the same as debugging. This is the
view that is naturally adopted by many undergraduate Computer Science
majors. In most CS programming classes, the students get their programs
to compile, then debug the programs with a few inputs chosen either
arbitrarily or provided by the professor. This model does not distinguish
between a program’s incorrect behavior and a mistake within the program,
and does very little to help develop software that is reliable or safe.

In Level 1 testing, the purpose is to show correctness. While a
significant step up from the naive level 0, this has the unfortunate problem
that in any but the most trivial of programs, correctness is virtually
impossible to either achieve or demonstrate. Suppose we run a collection
of tests and find no failures. What do we know? Should we assume that we
have good software or just bad tests? Since the goal of correctness is
impossible, test engineers usually have no strict goal, real stopping rule, or
formal test technique. If a development manager asks how much testing
remains to be done, the test manager has no way to answer the question. In
fact, test managers are in a weak position because they have no way to
quantitatively express or evaluate theirwork.

In Level 2 testing, the purpose is to show failures. Although looking for
failures is certainly a valid goal, it is also inherently negative. Testers may
enjoy finding the problem, but the developers never want to find



problems—they want the software to work (yes, level 1 thinking can be
natural for the developers). Thus, level 2 testing puts testers and
developers into an adversarial relationship, which can be bad for team
morale. Beyond that, when our primary goal is to look for failures, we are
still left wondering what to do if no failures are found. Is our work done?
Is our software very good, or is the testing weak? Having confidence in
when testing is complete is an important goal for all testers. It is our view
that this level currently dominates the software industry.

The thinking that leads to Level 3 testing starts with the realization that
testing can show the presence, but not the absence, of failures. This lets us
accept the fact that whenever we use software, we incur some risk. The
risk may be small and the consequences unimportant, or the risk may be
great and the consequences catastrophic, but risk is always there. This
allows us to realize that the entire development team wants the same
thing—to reduce the risk of using the software. In level 3 testing, both
testers and developers work together to reduce risk. We see more and more
companies move to this testing maturity level every year.

Once the testers and developers are on the same “team,” an organization
can progress to real Level 4 testing. Level 4 thinking defines testing as a
mental discipline that increases quality. Various ways exist to increase
quality, of which creating tests that cause the software to fail is only one.
Adopting this mindset, test engineers can become the technical leaders of
the project (as is common in many other engineering disciplines). They
have the primary responsibility of measuring and improving software
quality, and their expertise should help the developers. Beizer used the
analogy of a spell checker. We often think that the purpose of a spell
checker is to find misspelled words, but in fact, the best purpose of a spell
checker is to improve our ability to spell. Every time the spell checker
finds an incorrectly spelled word, we have the opportunity to learn how to
spell the word correctly. The spell checker is the “expert” on spelling
quality. In the same way, level 4 testing means that the purpose of testing
is to improve the ability of the developers to produce high-quality
software. The testers should be the experts who train your developers!

As a reader of this book, you probably start at level 0, 1, or 2. Most
software developers go through these levels at some stage in their careers.
If you work in software development, you might pause to reflect on which
testing level describes your company or team. The remaining chapters in
Part I should help you move to level 2 thinking, and to understand the



importance of level 3. Subsequent chapters will give you the knowledge,
skills, and tools to be able to work at level 3. An ultimate goal of this book
is to provide a philosophical basis that will allow readers to become
“change agents” in their organizations for level 4 thinking, and test
engineers to become software quality experts. Although level 4 thinking
is currently rare in the software industry, it is common in more mature
engineeringfields.

These considerations help us decide at a strategic level why we test. At a
more tactical level, it is important to know why each test is present. If you
do not know why you are conducting each test, the test will not be very
helpful. What fact is each test trying to verify? It is essential to document
test objectives and test requirements, including the planned coverage
levels. When the test manager attends a planning meeting with the other
managers and the project manager, the test manager must be able to
articulate clearly how much testing is enough and when testing will
complete. In the 1990s, we could use the “date criterion,” that is, testing is
“complete” when the ship date arrives or when the budget is spent.

Figure 1.1 dramatically illustrates the advantages of testing early rather
than late. This chart is based on a detailed analysis of faults that were
detected and fixed during several large government contracts. The bars
marked‘A’ indicate what percentage of faults appeared in that phase.
Thus, 10% of faults appeared during the requirements phase, 40% during
design, and 50% during implementation. The bars marked ‘D’ indicated
the percentage of faults that were detected during each phase. About 5%
were detected during the requirements phase, and over 35% during system
testing. Lastly is the cost analysis. The solid bars marked ‘C’ indicate the
relative cost of finding and fixing faults during each phase. Since each
project was different, this is averaged to be based on a “unit cost.” Thus,
faults detected and fixed during requirements, design, and unit testing were
a single unit cost. Faults detected and fixed during integration testing cost
five times as much, 10 times as much during system testing, and 50 times
as much after the software is deployed.
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Figure 1.1. Cost of late testing.

If we take the simple assumption of $1000 USD unit cost per fault, and
100 faults, that means we spend $39, 000 to find and correct faults during
requirements, design, and unit testing. During integration testing, the cost
goes upto $100, 000. But system testing and deployment are the serious
problems. We find more faults during system testing at ten times the cost,
for a total of $360, 000. And even though we only find a few faults after
deployment, the cost being 50 X unit means we spend $250, 000!
Avoiding the work early (requirements analysis and unit testing) saves
money in the short term. But it leaves faults in software that are like little
bombs, ticking away, and the longer they tick, the bigger the explosion
when they finally go off.

To put Beizer’s level 4 test maturity level in simple terms, the goal of
testing is to eliminate faults as early as possible. We can never be perfect,
but every time we eliminate a fault during unit testing (or sooner!), we
save money. The rest of this book will teach you how to do that.

Chapter 1.

1. What are some factors that would help a development organization
move from Beizer’s testing level 2 (testing is to show errors) to
testing level 4 (a mental discipline that increases quality)?

2. What is the difference between software fault and software failure?

3. What do we mean by “level 3 thinking is that the purpose of testing is
to reduce risk?” What risk? Can we reduce the risk to zero?

4. The following exercise is intended to encourage you to think of
testing in a more rigorous way than you may be used to. The exercise



also hints at the strong relationship between specification clarity,

faults, and test cases?.

(a) Write a Java method with the signature
public static Vector union (Vector a,
Vector b)

The method should return a Vector of objects that are in either
of the two argument Vectors.

(b) Upon reflection, you may discover a variety of defects and
ambiguities in the given assignment. In other words, ample
opportunities for faults exist. Describe as many possible faults
as you can. (Note: Vector isa Java Collection class. If yoi
are using another language, interpret Vector as a list.)

(c) Cireate a set of test cases that you think would have a reasonable
chance of revealing the faults you identified above. Document a
rationale for each test in your test set. If possible, characterize
all of your rationales in some concise summary. Run your tests
against your implementation.

(d) Rewrite the method signature to be precise enough to clarify the
defects and ambiguities identified earlier. You might wish to
illustrate your specification with examples drawn from your test
cases.

5. Below are four faulty programs. Each includes test inputs that result
in failure. Answer the following questions about each program.



f'r* ®
* Find last index of element
* {@param x array to search
* @param y value to look for
* @retum last index of y in x; -1 if absent
* @throws NullPointerException if x iz null
*/
public int findLast {int[] x, int )
{
for (int i-x.length-1; 1 = 0; 1--)
{
if (x[i] =)
{

return i;
k

}

retum -1;
}
S test: m=[2, 3, 5]: y=- 2; Expected - 0
// Book website: FindLast java
// Book website: FindLastTest.java

_Illr* E3
* Find last index of ze1o

*

* (@param x array to search
* @return last index of 0 in x; -1 if absent
* @throws NullPointerException if x is null
“f
public static int lastZero {int[] x)
{
for (int 1= 0;1 < xlength; 1++)
{
if (x[i]=—0)
{
retum i;
}
}
retum -1;
}
S testt m=[0, 1, 0]; Expected - 2
/¢ Book website: LastZero.java
/¢ Book website: LastZeroTest.java

,-‘r* L
* Count positive elements
* (@param x array to search
* @retum count of positive elements in x
* @throws NullPointerException if x iz null
*/
public int courtPositive (int[] x)
{
int count - ;
for (int i-0; 1< xlength; i++)

if (x[i] == 0)
{

count++;

b
}
retwm count;
)
S test: m=[-4, 2,0, 2]; Expected - 2
/¢ Book wehsite: CountPositive.java
// Book wehsite: CountPositiveTest.java

,-'r* &
* Count odd or positive elements
* @param x array to search
* @retum count of odd/positive values in x
* @throws NullPointerException if = is null
!
public static int oddOrPos(int[] x)
{
int count = 0;
for {inti-0;1 < x.length; i++)

if (x[i]%2 — 1 || x[i] > 0)
{

count++;

}
I
1etum count;
}
S test: x=[-3,-2,0, 1, 4]; Expected - 3
/i Book website: 0dd0rPos.java
// Book website: 0dd0rPosTest.java

(a) Explain what is wrong with the given code. Describe the fault
precisely by proposing a modification to the code.

(b) If possible, give a test case that does not execute the fault. If
not, briefly explain why not.

(c) If possible, give a test case that executes the fault, but does not
result in an error state. If not, briefly explain why not.

(d) If possible give a test case that results in an error, but not a
failure. If not, briefly explain why not. Hint: Don’t forget about
the program counter.



(e) For the given test case, describe the first error state. Be sure to

()

describe the complete state.

Implement your repair and verify that the given test now
produces the expected output. Submit a screen printout or other
evidence that your new program works.

6. Answer question (a) or (b), but not both, depending on your
background.

(a)

(b)

If you do, or have, worked for a software development
company, what level of test maturity do you think the company
worked at? (0: testing=debugging, 1: testing shows correctness,
2: testing shows the program doesn’t work, 3: testing reduces
risk, 4: testing is a mental discipline about quality).

If you have never worked for a software development company,
what level of test maturity do you think that you have? (0:
testing=debugging, 1: testing shows correctness, 2: testing
shows the program doesn’t work, 3: testing reduces risk, 4:
testing is a mental discipline about quality).

7. Consider the following three example classes. These are OO faults
taken from Joshua Bloch’s Effective Java, Second Edition. Answer
the following questions about each.

class Vehicle implements Cloneable

{

private int x;
public Vehicle {(int y) {x=v:}
public Object clone()

{

}

Ohject result = new Vehicle (this.x);
J/ Location "4"
return result;

JJ/ other methods omitted

class Truck extends Vehicle

{

private int y:
public Truck {int z) { super (z); v = z:}
public Object clone()



{
Object result = super.clone():
Jf Location "B"
{{Truck) result).y = this.y: // throws ClassCastEzception
return result;

}

J/ other methods omitted
t
//Test: Truck: suv = new Truck (4); Truck co = suv.clone()
/7 Expected: suv.x = co.x; suv.getClass() = co.getClass()

Note: Relevant to Bloch, Item 11 page 54,
Book website: Vehiclejava, Truck.java, CloneTest.java

public class BigDecimal Test

{
BigDecimal x = new BigDecimal ("1.0");
BigDecimal y = new BigDecimal ("1.00");
J/ Fact: lzequals (y), but x.comparelo (§) == 0

Set <BigDecimal= BigDecimalTree - new TreeSet <BigDecimal= ();
BigDecmalTree.add (x);

BigDecmalTree.add (y):

// TreeSet uses compareTo(), so BigDecimalTree now has 1 element

Set <BigDecimal= BigDecimalHash = new HashSet <BigDecimal= ():

BigDecimalHash.add (x);

BigDecimalHash.add (y);

J/ HashSet uses equals(), so BigDecimalHash now has 2 elements

}

/{ Test: System.out.pdntln (*BigDecimalTree - * + BigDecimalTree);
/{ System.out.println ("BigDecimalHash - " + BigDecimalHash);
/{ Expected: BigDecimalTree - 1; BigDecimalHash - 1

ff See Java Doc for add() in Set Interface

// The problem is that in BigDecimal, equals() and compareTol)

f/ are inconsistent. Let’s suppose we decide that compareTo() is correct,
f/ and that equals()is faulty.

Note: Relevant to Bloch, Ttem 12 page 62.
Book website: class BigDecimalTest.java



class Point
{
private int x; private int v;
public Point (Int =, int v) { this.x=x; this.y=y; }

i@ verride public boolean equals (Object o)
{
J/ Location &
if {!{o instanceof Point)) return false;
Point p = (Point) o;
return (p.x == this.x) && (p.y == this.y):
b
;
class ColorPoint extends Point

{

private Color color;
J/ Fault: Superclass instantiable; subclass state extended

public ColorPoint (int z, int v, Color color)
{

super (L,y):

this.color = color;

}

i@ verride public boolean equals (Object o)
{
// Location B
if ({0 instanceof ColorPoint)) retum false;
ColorPoint ep = (ColorPoint) o;
return (super.equals{cp) && (cp.color == this.color)):
b
Jf Tests:
Point p =new Point (1,2);
ColorPoint epl = mnew ColorPoint (1,2, RED);
ColorPoint cp2 = new ColorPoint (1,2, BLUE);
p.equals (cpl);  // Test 1: Result = true;
cpl.equals (p);  // Test 2: Result = false;
cpl.equals (cp2); // Test 3: Result = false;
// Expected: p.equals (cpl) = true; cpl.equals (p) = true,
Ir cpl.equals (cp2) = falze

Note: Relevant to Bloch, Item 17 page 87.
Bool: website: Point.java, ColorPoint.java, PointTest.java

(a) Explain what is wrong with the given code. Describe the fault
precisely by proposing a modification to the code.

(b) If possible, give a test case that does not execute the fault. If
not, briefly explain why not.

(c) If possible, give a test case that executes the fault, but does not



result in an error state. If not, briefly explain why not.

(d) If possible give a test case that results in an error, but not a
failure. If not, briefly explain why not. Hint: Don’t forget about
the program counter.

(e) In the given code, describe the first error state. Be sure to
describe the complete state.

(f) Implement your repair and verify that the given test now
produces the expected output. Submit a screen printout or other
evidence that your new program works.

BIBLIOGRAPHIC NOTES

This textbook has been deliberately left uncluttered with references.
Instead, each chapter contains a Bibliographic Notes section, which
contains suggestions for further and deeper reading for readers who want
more. We especially hope that research students will find these sections
helpful.

Most of the terminology in testing is from standards documents,
including the IEEE Standard Glossary of Software Engineering
Terminology [IEEE, 2008], the US Department of Defense [Department of
Defense, 1988, Department of Defense, 1994], the US Federal Aviation
Administration FAA-DO178B, and the British Computer Society’s
Standard for Software Component Testing [British Computer Society,
2001].

Beizer [Beizer, 1990] first defined the testing levels in Section 1.2.
Beizer described them in terms of the maturity of individual developers
and used the term phase instead of level. We adapted the discussion to
organizations rather than individual developers and chose the term level to
mirror the language of the well-known Capability Maturity Model [Paulk
et al., 1995].

All books on software testing and all researchers owe major thanks to
the landmark books in 1979 by Myers [Myers, 1979], in 1990 by Beizer
[Beizer, 1990], and in 2000 by Binder [Binder, 2000]. Some excellent
overviews of unit testing criteria have also been published, including one
by White [White, 1987] and more recently by Zhu, Hall, and May [Zhu et
al., 1997]. The recent text from Pezze and Young [Pezze and Young,
2008] reports relevant processes, principles, and techniques from the



testing literature, and includes many useful classroom materials. The Pezze
and Young text presents coverage criteria in the traditional lifecycle-based
manner, and does not organize criteria into the four abstract models
discussed in this chapter. Another recent book by Mathur offers a
comprehensive, in-depth catalog of test techniques and criteria [Mathur,
2014].

Numerous other software testing books were not intended as textbooks,
or do not offer general coverage for classroom use. Beizer’s Software
System Testing and Quality Assurance [Beizer, 1984] and Hetzel’s The
Complete Guide to Software Testing [Hetzel, 1988] cover various aspects
of management and process for software testing. Several books cover
specific aspects of testing [Howden, 1987, Marick, 1995, Roper, 1994].
The STEP project at Georgia Institute of Technology resulted in a
comprehensive survey of the practice of software testing by Department of
Defense contractors in the 1980s [DeMillo et al., 1987].

The information for the Pentium bug and Mars lander was taken from
several sources, including by Edelman, Moler, Nuseibeh, Knutson, and
Peterson [Edelman, 1997, Knutson and Carmichael, 2000, Moler, 1995,
Nuseibeh, 1997, Peterson, 1997]. The well-written official accident report
[Lions, 1996] is our favorite source for understanding the details of the
Ariane 5 Flight 501 Failure. The information for the Therac-25 accidents
was taken from Leveson and Turner’s deep analysis [L.eveson and Turner,
1993]. The details on the 2003 Northeast Blackout was taken from
Minkel’s analysis in Scientific American [Minkel, 2008] and Rice’s book
[Rice, 2008]. The information about the Korean education information
system was taken from two newspaper articles [Min-sang and Sang-soo,
2011, Korea Times, 2011].

The 1999 study mentioned was published in an NRC / PITAC report
[PITAC, 1999, Schneider, 1999]. The data in Figure 1.1 were taken from a
NIST report that was developed by the Research Triangle Institute [RTT,
2002]. The figures on web application failures are due to Blumenstyk
[Blumenstyk, 2006]. The figures about faulty software leading to security
vulnerabilities are from Symantec [Symantec, 2007].

Finally, Rick Hower’s QATest website is a good resource for current,
elementary, information about software testing: www.softwareqatest.com.

I Liskov’s Program Development in Java, especially chapters 9 and 10, is a great


http://www.softwareqatest.com

source for students who wish to learn more about this.



Model-Driven Test Design

Designers are more efficient and effective if they can raise their level of
abstraction.

This chapter introduces one of the major innovations in the second edition
of Introduction to Software Testing. Software testing is inherently
complicated and our ultimate goal, completely correct software, is
unreachable. The reasons are formal (as discussed below in section 2.1)
and philosophical. As discussed in Chapter 1, it’s not even clear that the
term “correctness” means anything when applied to a piece of engineering
as complicated as a large computer program. Do we expect correctness out
of a building? A car? A transportation system? Intuitively, we know that
all large physical engineering systems have problems, and moreover, there
is no way to say what correct means. This is even more true for software,
which can quickly get orders of magnitude more complicated than physical
structures such as office buildings or airplanes.

Instead of looking for “correctness,” wise software engineers try to
evaluate software’s “behavior” to decide if the behavior is acceptable
within consideration of a large number of factors including (but not limited
to) reliability, safety, maintainability, security, and efficiency. Obviously
this is more complex than the naive desire to show the software is correct.

So what do software engineers do in the face of such overwhelming
complexity? The same thing that physical engineers do—we use
mathematics to “raise our level of abstraction. ” The Model-Driven Test
Design (MDTD) process breaks testing into a series of small tasks that
simplify test generation. Then test designers isolate their task, and work at
a higher level of abstraction by using mathematical engineering structures
to design test values independently of the details of software or design
artifacts, test automation, and test execution.



A key intellectual step in MDTD is test case design. Test case design
can be the primary determining factor in whether tests successfully find
failures in software. Tests can be designed with a “human-based”
approach, where a test engineer uses domain knowledge of the software’s
purpose and his or her experience to design tests that will be effective at
finding faults. Alternatively, tests can be designed to satisfy well-defined
engineering goals such as coverage criteria. This chapter describes the task
activities and then introduces criteria-based test design. Criteria-based test
design will be discussed in more detail in Chapter 5, then specific criteria
on four mathematical structures are described in Part II. After these
preliminaries, the model-driven test design process is defined in detail. The
book website has simple web applications that support the MDTD in the
context of the mathematical structures in Part II.

SOFTWARE TESTING FOUNDATIONS

One of the most important facts that all software testers need to know is
that testing can show only the presence of failures, not their absence. This
is a fundamental, theoretical limitation; to be precise, the problem of
finding all failures in a program is undecidable. Testers often call a test
successful (or effective) if it finds an error. While this is an example of
level 2 thinking, it is also a characterization that is often useful and that we
will use throughout the book. This section explores some of the theoretical
underpinnings of testing as a way to emphasize how important the MDTD
is.

The definitions of fault and failure in Chapter 1 allow us to develop the
reachability, infection, propagation, and revealability model (“RIPR>).
First, we distinguish testing from debugging.

Definition 2.6 Testing: Evaluating software by observing its
execution.

Definition 2.7 Test Failure: Execution of a test that results in a
software failure.

Definition 2.8 Debugging: The process of finding a fault given a
failure.



Of course the central issue is that for a given fault, not all inputs will
“trigger” the fault into creating incorrect output (a failure). Also, it is often
very difficult to relate a failure to the associated fault. Analyzing these
ideas leads to the fault/failure model, which states that four conditions are
needed for a failure to be observed.

Figure 2.1 illustrates the conditions. First, a test must reach the location
or locations in the program that contain the fault (Reachability). After the
location is executed, the state of the program must be incorrect (Infection).
Third, the infected state must propagate through the rest of the execution
and cause some output or final state of the program to be incorrect
(Propagation). Finally, the tester must observe part of the incorrect portion
of the final program state (Revealability). If the tester only observes parts
of the correct portion of the final program state, the failure is not revealed.
This is shown in the cross-hatched intersection in Figure 2.1. Issues with
revealing failures will be discussed in Chapter 4 when we present test
automation strategies.

Final Program State

Reaches and Outputs

Observed Portion

Reveals

Incorrect
Program
States

Figure 2.1. Reachability, Infection, Propagation, Revealability (RIPR) model.

Collectively, these four conditions are known as the fault/failure model,
or the RIPR model.

It is important to note that the RIPR model applies even when the fault
is missing code (so-called faults of omission). In particular, when
execution passes through the location where the missing code should be,
the program counter, which is part of the program state, necessarily has the
wrong value.



From a practitioner’s view, these limitations mean that software testing
is complex and difficult. The common way to deal with complexity in
engineering is to use abstraction by abstracting out complicating details
that can be safely ignored by modeling the problem with some
mathematical structures. That is a central theme of this book, which we
begin by analyzing the separate technical activities involved in creating
good tests.

SOFTWARE TESTING ACTIVITIES

In this book, a test engineer is an Information Technology (IT)
professional who is in charge of one or more technical test activities,
including designing test inputs, producing test case values, running test
scripts, analyzing results, and reporting results to developers and
managers. Although we cast the description in terms of test engineers,
every engineer involved in software development should realize that he or
she sometimes wears the hat of a test engineer. The reason is that each
software artifact produced over the course of a product’s development has,
or should have, an associated set of test cases, and the person best
positioned to define these test cases is often the designer of the artifact. A
test manager is in charge of one or more test engineers. Test managers set
test policies and processes, interact with other managers on the project,
and otherwise help the engineers test software effectively and efficiently.
Figure 2.2 shows some of the major activities of test engineers. A test
engineer must design tests by creating test requirements. These
requirements are then transformed into actual values and scripts that are
ready for execution. These executable tests are run against the software,
denoted P in the figure, and the results are evaluated to determine if the
tests reveal a fault in the software. These activities may be carried out by
one person or by several, and the process is monitored by a test manager.
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Figure 2.2. Activities of test engineers.

One of a test engineer’s most powerful tools is a formal coverage
criterion. Formal coverage criteria give test engineers ways to decide what
test inputs to use during testing, making it more likely that the tester will
find problems in the program and providing greater assurance that the
software is of high quality and reliability. Coverage criteria also provide
stopping rules for the test engineers. The technical core of this book
presents the coverage criteria that are available, describes how they are
supported by tools (commercial and otherwise), explains how they can
best be applied, and suggests how they can be integrated into the overall
development process.

Software testing activities have long been categorized into levels, and
the most often used level categorization is based on traditional software
process steps. Although most types of tests can only be run after some part
of the software is implemented, tests can be designed and constructed
during all software development steps. The most time-consuming parts of
testing are actually the test design and construction, so test activities can
and should be carried out throughout development.

TESTING LEVELS BASED ON SOFTWARE
ACTIVITY

Tests can be derived from requirements and specifications, design
artifacts, or the source code. In traditional texts, a different level of testing
accompanies each distinct software development activity:



Acceptance Testing : assess software with respect to requirements or
users’ needs.

System Testing : assess software with respect to architectural design
and overall behavior.
Integration Testing : assess software with respect to subsystem design.
Module Testing: assess software with respect to detailed design.
Unit Testing : assess software with respect to implementation.

Figure 2.3, often called the “V model,” illustrates a typical scenario for
testing levels and how they relate to software development activities by
isolating each step. Information for each test level is typically derived from
the associated development activity. Indeed, standard advice is to design
the tests concurrently with each development activity, even though the
software will not be in an executable form until the implementation phase.
The reason for this advice is that the mere process of designing tests can
identify defects in design decisions that otherwise appear reasonable. Early
identification of defects is by far the best way to reduce their ultimate cost.
Note that this diagram is not intended to imply a waterfall process. The
synthesis and analysis activities generically apply to any development
process.

Requirements - prm—
Analysis Tost et
{ Architectural Design . T
. rchitectura : ystam =
Dasign Tesl
Information K
L]  Subsystam - integration |
Dasign Tesl
\_o| Detalled - Module |
Dasign Test
el Implementation Uriit
) Test —

Figure 2.3. Software development activities and testing levels — the “V Model”.

The requirements analysis phase of software development captures the
customer’s needs. Acceptance testing is designed to determine whether the
completed software in fact meets these needs. In other words, acceptance
testing probes whether the software does what the users want. Acceptance



testing must involve users or other individuals who have strong domain
knowledge.

The architectural design phase of software development chooses
components and connectors that together realize a system whose
specification is intended to meet the previously identified requirements.
System testing is designed to determine whether the assembled system
meets its specifications. It assumes that the pieces work individually, and
asks if the system works as a whole. This level of testing usually looks for
design and specification problems. It is a very expensive place to find
lower-level faults and is usually not done by the programmers, but by a
separate testing team.

The subsystem design phase of software development specifies the
structure and behavior of subsystems, each of which is intended to satisfy
some function in the overall architecture. Often, the subsystems are
adaptations of previously developed software. Integration testing is
designed to assess whether the interfaces between modules (defined
below) in a subsystem have consistent assumptions and communicate
correctly. Integration testing must assume that modules work correctly.
Some testing literature uses the terms integration testing and system testing
interchangeably; in this book, integration testing does not refer to testing
the integrated system or subsystem. Integration testing is usually the
responsibility of members of the development team.

The detailed design phase of software development determines the
structure and behavior of individual modules. A module is a collection of
related units that are assembled in a file, package, or class. This
corresponds to a file in C, a package in Ada, and a class in C++ and Java.
Module testing is designed to assess individual modules in isolation,
including how the component units interact with each other and their
associated data structures. Most software development organizations make
module testing the responsibility of the programmer; hence the common
term developer testing.

Implementation is the phase of software development that actually
produces code. A program unit, or procedure, is one or more contiguous
program statements, with a name that other parts of the software use to call
it. Units are called functions in C and C++, procedures or functions in
Ada, methods in Java, and subroutines in Fortran. Unit testing is designed
to assess the units produced by the implementation phase and is the
“lowest” level of testing. In some cases, such as when building general-



purpose library modules, unit testing is done without knowledge of the
encapsulating software application. As with module testing, most software
development organizations make unit testing the responsibility of the
programmer, again, often called developer testing. It is straightforward to
package unit tests together with the corresponding code through the use of
tools such as JUnit for Java classes.

Because of the many dependencies among methods in classes, it is
common among developers using object-oriented (OO) software to
combine unit and module testing and use the term unit testing or
developertesting.

Not shown in Figure 2.3 is regression testing, a standard part of the
maintenance phase of software development. Regression testing is done
after changes are made to the software, to help ensure that the updated
software still possesses the functionality it had before the updates.

Mistakes in requirements and high-level design end up being
implemented as faults in the program; thus testing can reveal them.
Unfortunately, the software faults that come from requirements and design
mistakes are visible only through testing months or years after the original
mistake. The effects of the mistake tend to be dispersed throughout
multiple software components; hence such faults are usually difficult to
pin down and expensive to correct. On the positive side, even if tests
cannot be executed, the very process of defining tests can identify a
significant fraction of the mistakes in requirements and design. Hence, it is
important for test planning to proceed concurrently with requirements
analysis and design and not be put off until late in a project. Fortunately,
through techniques such as use case analysis, test planning is becoming
better integrated with requirements analysis in standard software practice.

Although most of the literature emphasizes these levels in terms of
when they are applied, a more important distinction is on the types of
faults that we are looking for. The faults are based on the software artifact
that we are testing, and the software artifact that we derive the tests from.
For example, unit and module tests are derived to test units and modules,
and we usually try to find faults that can be found when executing the units
and modules individually.

One final note is that OO software changes the testing levels. OO
software blurs the distinction between units and modules, so the OO
software testing literature has developed a slight variation of these levels.
Intra-method testing evaluates individual methods. Inter-method testing



evaluates pairs of methods within the same class. Intra-class testing
evaluates a single entire class, usually as sequences of calls to methods
within the class. Finally, inter-class testing evaluates more than one class
at the same time. The first three are variations of unit and module testing,
whereas inter-class testing is a type of integration testing.

COVERAGE CRITERIA

The essential problem with testing is the numbers. Even a small program
has a huge number of possible inputs. Consider a tiny method that
computes the average of three integers. We have only three input
variables, but each can have any value between -MAXINT and
+MAXINT. On a 32-bit machine, each variable has a possibility of over 4
billion values. With three inputs, this means the method has over 80
Octillion possible inputs!

So no matter whether we are doing unit testing, integration testing, or
system testing, it is impossible to test with all inputs. The input space is, to
all practical purposes, infinite. Thus a test designer’s goal could be
summarized in a very high-level way as searching a huge input space,
hoping to find the fewest tests that will reveal the most problems. This is
the source of two key problems in testing: (1) how do we search? and (2)
when do we stop? Coverage criteria give us structured, practical ways to
search the input space. Satisfying a coverage criterion gives a tester some
amount of confidence in two crucial goals: (A) we have looked in many
corners of the input space, and (B) our tests have a fairly low amount of
overlap.

Coverage criteria have many advantages for improving the quality and
reducing the cost of test data generation. Coverage criteria can maximize
the “bang for the buck,” with fewer tests that are effective at finding more
faults. Well-designed criteria-based tests will be comprehensive, yet factor
out unwanted redundancy. Coverage criteria also provide traceability from
software artifacts such as source, design models, requirements, and input
space descriptions. This supports regression testing by making it easier to
decide which tests need to be reused, modified, or deleted. From an
engineering perspective, one of the strongest benefits of coverage criteria
is they provide a “stopping rule” for testing; that is, we know in advance
approximately how many tests are needed and we know when we have



“enough” tests. This is a powerful tool for engineers and managers.

Coverage criteria also lend themselves well to automation. As we will
formalize in Chapter 5, a test requirement is a specific element of a
software artifact that a test case must satisfy or cover, and a coverage
criterion is a rule or collection of rules that yield test requirements. For
example, the coverage criterion “cover every statement” yields one test
requirement for each statement. The coverage criterion “cover every
functional requirement” yields one test requirement for each functional
requirement. Test requirements can be stated in semi-formal, mathematical
terms, and then manipulated algorithmically. This allows much of the test
data design and generation process to be automated.

The research literature presents a lot of overlapping and identical
coverage criteria. Researchers have invented hundreds of criteria on
dozens of software artifacts. However, if we abstract these artifacts into
mathematical models, many criteria turn out to be exactly the same. For
example, the idea of covering pairs of edges in finite state machines was
first published in 1976, using the term switch cover. Later, the same idea
was applied to control flow graphs and called two-trip, still again, the same
idea was “invented” for state transition diagrams and called transition-pair
(we define this formally using the generic term edge-pair in Chapter 7).
Although they looked very different in the research literature, if we
generalize these structures to graphs, all three ideas are the same.
Similarly, node coverage and edge coverage have each been defined
dozens of times.

Sidebar
Black-Box and White-Box Testing

Black-box testing and the complementary white-box testing are old and
widely used terms in software testing. In black-box testing, we derive
tests from external descriptions of the software, including
specifications, requirements, and design. In white-box testing, on the
other hand, we derive tests from the source code internals of the
software, specifically including branches, individual conditions, and
statements. This somewhat arbitrary distinction started to lose
coherence when the term gray-box testing was applied to developing
tests from design elements, and the approach taken in this book
eliminates the need for the distinction altogether.




Some older sources say that white-box testing is used for system testing
and black-box testing for unit testing. This distinction is certainly false,
since all testing techniques considered to be white-box can be used at
the system level, and all testing techniques considered to be black-box
can be used on individual units. In reality, unit testers are currently
more likely to use white-box testing than system testers are, simply
because white-box testing requires knowledge of the program and is
more expensive to apply, costs that can balloon on a large system.

This book relies on developing tests from mathematical abstractions
such as graphs and logical expressions. As will become clear in Part II,
these structures can be extracted from any software artifact, including
source, design, specifications, or requirements. Thus asking whether a
coverage criterion is black-box or white-box is the wrong question. One
more properly should ask from what level of abstraction is the structure
drawn.

In fact, all test coverage criteria can be boiled down to a few dozen
criteria on just four mathematical structures: input domains, graphs, logic
expressions, and syntax descriptions (grammars). Just like mechanical,
civil, and electrical engineers use calculus and algebra to create abstract
representations of physical structures, then solve various problems at this
abstract level, software engineers can use discrete math to create abstract
representations of software, then solve problems such as test design.

The core of this book is organized around these four structures, as
reflected in the four chapters in Part II. This structure greatly simplifies
teaching test design, and our classroom experience with the first edition of
this book helped us realize this structure also leads to a simplified testing
process. This process allows test design to be abstracted and carried out
efficiently, and also separates test activities that need different knowledge
and skill sets. Because the approach is based on these four abstract models,
we call it the Model-Driven Test Design process (MDTD).

Sidebar
MDTD and Model-Based Testing

Model-based testing (MBT) is the design of software tests from an
abstract model that represents one or more aspects of the software. The
model usually, but not always, represents some aspects of the behavior




of the software, and sometimes, but not always, is able to generate
expected outputs. The models are often described with UML diagrams,
although more formal models as well as other informal modeling
languages are also used. MBT typically assumes that the model has
been built to specify the behavior of the software and was created
during a design stage of development.

The ideas presented in this book are not, strictly speaking, exclusive to
model-based testing. However, there is much overlap with MDTD and
most of the concepts in this book can be directly used as part of MBT.
Specifically, we derive our tests from abstract structures that are very
similar to models. An important difference is that these structures can
be created after the software is implemented, by the tester as part of
test design. Thus, the structures do not specify behavior; they represent
behavior. If a model was created to specify the software behavior, a
tester can certainly use it, but if not, a tester can create one. Second, we
create idealized structures that are more abstract than most modeling
languages. For example, instead of UML statecharts or Petri nets, we
design our tests from graphs. If model-based testing is being used, the
graphs can be derived from a graphical model. Third, model-based
testing explicitly does not use the source code implementation to design
tests. In this book, abstract structures can be created from the
implementation via things like control flow graphs, call graphs, and
conditionals in decision statements.

MODEL-DRIVEN TEST DESIGN

Academic teachers and researchers have long focused on the design of
tests. We define test design to be the process of creating input values that
will effectively test software. This is the most mathematical and
technically challenging part of testing, however, academics can easily
forget that this is only a small part of testing.

The job of developing tests can be divided into four discrete tasks: test
design, test automation, test execution, and test evaluation. Many
organizations assign the same person to all tasks. However, each task
requires different skills, background knowledge, education, and training.
Assigning the same person to all these tasks is akin to assigning the same
software developer to requirements, design, implementation, integration,



and configuration control. Although this was common in previous decades,
few companies today assign the same engineers to all development tasks.
Engineers specialize, sometimes temporarily, sometimes for a project, and
sometimes for their entire career. But should test organizations still assign
the same people to all test tasks? They require different skills, and it is
unreasonable to expect all testers to be good at all tasks, so this clearly
wastes resources. The following subsections analyze each of these tasks in
detail.

Test Design

As said above, test design is the process of designing input values that will
effectively test software. In practice, engineers use two general approaches
to designing tests. In criteria-based test design, we design test values that
satisfy engineering goals such as coverage criteria. In human-based test
design, we design test values based on domain knowledge of the program
and human knowledge of testing. These are quite different activities.

Criteria-based test design is the most technical and mathematical job in
software testing. To apply criteria effectively, the tester needs knowledge
of discrete math, programming, and testing. That is, this requires much of
a traditional degree in computer science. For somebody with a degree in
computer science or software engineering, this is intellectually stimulating,
rewarding, and challenging. Much of the work involves creating abstract
models and manipulating them to design high-quality tests. In software
development, this is analogous to the job of software architect; in building
construction, this is analogous to the job of construction engineer. If an
organization uses people who are not qualified (that is, do not have the
required knowledge), they will spend time creating ineffective tests and be
dissatisfied at work.

Human-based test design is quite different. The testers must have
knowledge of the software’s application domain, of testing, and of user
interfaces. Human-based test designers explicitly attempt to find stress
tests, tests that stress the software by including very large or very small
values, boundary values, invalid values, or other values that the software
may not expect during typical behavior. Human-based testers also
explicitly consider actions the users might do, including unusual actions.
This is much harder than developers may think and more necessary than



many test researchers and educators realize. Although criteria-based
approaches often implicitly include techniques such as stress testing, they
can be blind to special situations, and may miss problems that human-
based tests would not. Although almost no traditional CS is needed, an
empirical background (biology or psychology) or a background in logic
(law, philosophy, math) is helpful. If the software is embedded on an
airplane, a human-based test designer should understand piloting; if the
software runs an online store, the test designers should understand
marketing and the products being sold. For people with these abilities,
human-based test design is intellectually stimulating, rewarding, and
challenging—but often not to typical CS majors, who usually want to build
software!

Many people think of criteria-based test design as being used for unit
testing and human-based test design as being used for system testing.
However, this is an artificial distinction. When using criteria, a graph is
just a graph and it does not matter if it started as a control flow graph, a
call graph, or an activity diagram. Likewise, human-based tests can and
should be used to test individual methods and classes. The main point is
that the approaches are complementary and we need both to fully test
software.

Test Automation

The final result of test design is input values for the software. Test
automation is the process of embedding test values into executable scripts.
Note that automated tool support for test design is not considered to be test
automation. This is necessary for efficient and frequent execution of tests.
The programming difficulty varies greatly by the software under test
(SUT). Some tests can be automated with basic programming skills,
whereas if the software has low controllability or observability (for
example, with embedded, real-time, or web software), test automation will
require more knowledge and problem-solving skills. The test automator
will need to add additional software to access the hardware, simulate
conditions, or otherwise control the environment. However, many domain
experts using human-based testing do not have programming skills. And
many criteria-based test design experts find test automation boring. If a
test manager asks a domain expert to automate tests, the expert is likely to



resist and do poorly; if a test manager asks a criteria-based test designer to
automate tests, the designer is quite likely to go looking for a development
job.

Test Execution

Test execution is the process of running tests on the software and recording
the results. This requires basic computer skills and can often be assigned to
interns or employees with little technical background. If all tests are
automated, this is trivial. However, few organizations have managed to
achieve 100% test automation. If tests must be run by hand, this becomes
the most time-consuming testing task. Hand-executed tests require the
tester to be meticulous with bookkeeping. Asking a good test designer to
hand execute tests not only wastes a valuable (and possibly highly paid)
resource, the test designer will view it as a very tedious job and will soon
look for other work.

Test Evaluation

Test evaluation is the process of evaluating the results of testing and
reporting to developers. This is much harder than it may seem, especially
reporting the results to developers. Evaluating the results of tests requires
knowledge of the domain, testing, user interfaces, and psychology. The
knowledge required is very much the same as for human-based test
designers. If tests are well-automated, then most test evaluation can (and
should) be embedded in the test scripts. However, when automation is
incomplete or when correct output cannot neatly be encoded in assertions,
this task gets more complicated. Typical CS or software engineering
majors will not enjoy this job, but to the right person, this is intellectually
stimulating, rewarding, and challenging.

Test Personnel and Abstraction

These four tasks focus on designing, implementing and running the tests.
Of course, they do not cover all aspects of testing. This categorization



omits important tasks like test management, maintenance, and
documentation, among others. We focus on these because they are
essential to developing test values.

A challenge to using criteria-based test design is the amount and type of
knowledge needed. Many organizations have a shortage of highly
technical test engineers. Few universities teach test criteria to
undergraduates and many graduate classes focus on theory, supporting
research rather than practical application. However, the good news is that
with a well-planned division of labor, a single criteria-based test designer
can support a fairly large number of test automators, executors and
evaluators.

The model-driven test design process explicitly supports this division of
labor. This process is illustrated in Figure 2.4, which shows test design
activities above the line and other test activities below.

; Refired
Ml Test . g
i Structurs requiremeants raqunE-.njE-n.ts.test
| specifications

Test . _,-“r Design /
.-/ requiraments ! Abs fraction Level f'.

] J !.e" Implemantation /

Software Abstraction Level [ Input
artifact L / valuas
Test Test Test Test J
. e I S B e El
enaluation results sclipts cases

Figure 2.4. Model-driven test design.

The MDTD lets test designers “raise their level of abstraction ” so that a
small subset of testers can do the mathematical aspects of designing and
developing tests. This is analogous to construction design, where one
engineer creates a design that is followed by many carpenters, plumbers,
and electricians. The traditional testers and programmers can then do their
parts: finding values, automating the tests, running tests, and evaluating
them. This supports the truism that “testers ain’t mathematicians.”

The starting point in Figure 2.4 is a software artifact. This could be
program source, a UML diagram, natural language requirements, or even a
user manual. A criteria-based test designer uses that artifact to create an
abstract model of the software in the form of an input domain, a graph,
logic expressions, or a syntax description. Then a coverage criterion is



applied to create test requirements. A human-based test designer uses the
artifact to consider likely problems in the software, then creates
requirements to test for those problems. These requirements are sometimes
refined into a more specific form, called the test specification. For
example, if edge coverage is being used, a test requirement specifies which
edge in a graph must be covered. A refined test specification would be a
complete path through the graph.

Once the test requirements are refined, input values that satisfy the
requirements must be defined. This brings the process down from the
design abstraction level to the implementation abstraction level. These are
analogous to the abstract and concrete tests in the model-based testing
literature. The input values are augmented with other values needed to run
the tests (including values to reach the point in the software being tested,
to display output, and to terminate the program). The test cases are then
automated into test scripts (when feasible and practical), run on the
software to produce results, and results are evaluated. It is important that
results from automation and execution be used to feed back into test
design, resulting in additional or modified tests.

This process has two major benefits. First, it provides a clean separation
of tasks between test design, automation, execution and evaluation.
Second, raising our abstraction level makes test design much easier.
Instead of designing tests for a messy implementation or complicated
design model, we design at an elegant mathematical level of abstraction.
This is exactly how algebra and calculus has been used in traditional
engineering for decades.

Figure 2.5 illustrates this process for unit testing of a small Java method.
The Java source is shown on the left, and its control flow graph is in the
middle. This is a standard control flow graph with the initial node marked
as a dotted circle and the final nodes marked as double circles (this
notation will be defined rigorously in Chapter 7). The nodes are annotated
with the source statements from the method for convenience.
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Figure 2.5. Example method, CFG, test requirements and test paths.

The first step in the MDTD process is to take this software artifact, the
indexOf() method, and model it as an abstract structure. The control flow
graph from Figure 2.5 is turned into an abstract version. This graph can be
represented textually as a list of edges, initial nodes, and final nodes, as
shown in Figure 2.5 under Edges. If the tester uses edge-pair coverage,
(fully defined in Chapter 7), six requirements are derived. For example,
test requirement #3, [2, 3, 2], means the subpath from node 2 to 3 and back
to 2 must be executed. The Test Paths box shows three complete test
paths through the graph that will cover all six test requirements.

WHY MDTD MATTERS

The MDTD represents several years of introspection and deep thinking
about the meaning and role of software testing. The first key insight was
that the definitions and applications of test criteria are independent of the
level of testing (unit, integration, system, etc.). This led to a powerful
abstraction process that greatly simplifies testing, and was a major
innovation of the first edition of this book. The analogy to the role of
algebra and calculus in traditional engineering gives very strong support to
the long-term viability of this idea.

This insight led us to a broader understanding of software testing
activities and tasks. The separation of human-based and criteria-based test
design is an important distinction, and the recognition that they are
complementary, not competitive, activities is key to this book. All too
often, academic researchers focus on criteria-based test design without
respecting human-based test design, and practitioners and consultants
focus on human-based test design without regard to criteria-based test
design. Unfortunately this artificial split has reduced communication to the



detriment of the field.

Figure 2.4 illustrates how viewing test design as separate from test
construction and execution can help distinguish test activities in
meaningful ways, and combine them in an efficient process. Just as with
software development and most traditional engineering activities, different
people can be assigned to different activities. This allows test engineers to
be more efficient, more effective, and have greater job satisfaction.

The four structures mentioned in Section 2.4 form the heart of this book.
Each is used in a separate chapter in Part II to develop methods to design
tests and to define criteria on the structures. The ordering in Part II follows
the RIPR model of Section 2.1. The first structure, the input domain, is
based on simple sets. The criteria in Chapter 6 help testers explore the
input domain and do not explicitly satisfy any of the RIPR conditions.
Chapter 7 uses graphs to design tests. The criteria require tests to “get to”
certain places in the graph, thus satisfying reachability. Chapter 8 uses
logic expressions to design tests. The criteria require tests to explore
various truth assignments to the logic expressions, thus requiring that the
tests not only reach the logic expressions, but also that they infect the state
of the program. Chapter 9 uses grammars to design tests. These tests are
not only required to reach locations and infect the program state, but the
infection must also propagate to external behavior. Thus each chapter in
Part II goes deeper into the RIPR model.

Chapter 2.

1. How are faults and failures related to testing and debugging?
2. Answer question (a) or (b), but not both, depending on your
background.

(@) If you do, or have, worked for a software development
company, how much effort did your testing / QA team put into
each of the four test activities? (test design, automation,
execution, evaluation)

(b) If you have never worked for a software development company,
which of the four test activities do you think you are best
qualified for? (test design, automation, execution, evaluation)



BIBLIOGRAPHIC NOTES

The elementary result that finding all failures in a program is undecidable
is due to Howden [Howden, 1976].

The fault/failure model was developed independently by Offutt and
Morell in their dissertations [DeMillo and Offutt, 1993, Morell, 1990,
Morell, 1984, Offutt, 1988]. Morell used the terms execution, infection,
and propagation [Morell, 1984, Morell, 1990], and Offutt used
reachability, sufficiency, and necessity [DeMillo and Offutt, 1993, Offutt,
1988]. This book merges the two sets of terms by using what we consider
to be the most descriptive terms: reachability, infection, and propagation
(RIP). The first edition of this book stopped there, but in 2014 Li and
Offutt [Li and Offutt, 2016] extended the model by noting that automated
test oracles necessarily only look at part of the output state. Even when the
outputs are checked by hand, most humans will not be able to look at
everything. Thus, the failure is only revealed to the tester if the tester looks
at the “right” part of the output. Thus, this edition extends the old RIP
model to the RIPR model.

Although this book does not focus heavily on the theoretical
underpinnings of software testing, students interested in research should
study such topics more in depth. A number of the papers are quite old, and
often do not appear in current literature, and their ideas are beginning to
disappear. The authors strongly encourage the study of the older papers.
Among those are truly seminal papers in the 1970s by Goodenough and
Gerhart [Goodenough and Gerhart, 1975] and Howden [Howden, 1976],
and DeMillo, Lipton, Sayward, and Perlis [DeMillo et al., 1979, DeMillo
et al., 1978]. These papers were followed up and refined by Weyuker and
Ostrand [Weyuker and Ostrand, 1980], Hamlet [Hamlet, 1981], Budd and
Angluin [Budd and Angluin, 1982], Gourlay [Gourlay, 1983], Prather
[Prather, 1983], Howden [Howden, 1985], and Cherniavsky and Smith
[Cherniavsky and Smith, 1986]. Later theoretical papers were contributed
by Morell [Morell, 1984], Zhu [Zhu, 1996], and Wah [Wah, 1995, Wah,
2000]. Every PhD student’s adviser will certainly have his or her own
favorite theoretical papers.

The definition of unit is from Stevens, Myers and Constantine [Stevens
et al., 1974], and the definition of module is from Sommerville
[Sommerville, 1992]. The definition of integration testing is from Beizer
[Beizer, 1990]. The clarification for OO testing levels with the terms intra-



method, inter-method, and intra-class testing is from Harrold and
Rothermel [Harrold and Rothermel, 1994] and inter-class testing is from
Gallagher, Offutt and Cincotta [Gallagher et al., 2007].

Pimont and Rault’s switch cover paper was published in 1976 [Pimont
and Rault, 1976]. The British Computer Society standard that used the
term two-trip appeared in 1997 [British Computer Society, 2001]. Offutt et
al.’s transition-pair paper was published in 2003 [Offutt et al., 2003].

The research literature on model-based testing is immense and growing,
including a three-part special issue in Software Testing, Verification, and
Reliability, edited by Ammann, Fraser, and Wotawa [Ammann et al.,
2012a, Ammann et al., 2012b, Ammann et al., 2012c]. Rather than try to
discuss all aspects of MBT, we suggest starting with Utting and Legeard’s
2006 book, Practical Model-Based Testing [Utting and Legeard, 2006].

Good sources for issues about controllability and observability are
Freedman [Freedman, 1991] and Binder [Binder, 2000].



Test Automation

Test automation is a prerequisite for unit testing and criteria-based testing.

One of the most widespread changes in software testing during the last
decade has been the increased use of test automation. We introduced test
automation in Chapter 2 as implementing tests into executable test scripts.
This chapter expands on that concept, starting with a complete definition.

Definition 3.9 Test automation : The use of software to control the
execution of tests, the comparison of actual outcomes to predicted
outcomes, the setting up of test preconditions, and other test control
and test reporting functions.

Software testing can be expensive and labor intensive, so an important
goal of software testing is to automate as much as possible. Test
automation not only reduces the cost of testing, it also reduces human error
and makes regression testing easier by allowing a test to be run repeatedly
with the push of a button.

Software engineers sometimes distinguish revenue tasks, which
contribute directly to the solution of a problem, from excise tasks, which
do not. For example, compiling a Java class is a classic excise task
because, although necessary for the class to be executable, compilation
contributes nothing to the behavior of that class. In contrast, determining
which methods are appropriate to define a data abstraction in a Java class
is a revenue task. Excise tasks are candidates for automation; revenue tasks
usually are not. Software testing probably has more excise tasks than any
other aspect of software development. Maintaining test scripts, rerunning
tests, and comparing expected results with actual results are all common
excise tasks that routinely use large amounts of test engineers’ time.



Automating excise tasks serves the test engineer in many ways. First,
eliminating excise tasks eliminates drudgery, thereby making the test
engineer’s job more satisfying. Second, automation frees up time to focus
on the fun and challenging parts of testing, such as test design, a revenue
task. Third, automation allows the same test to be run thousands of times
without extra effort in environments where tests are run daily or even
hourly. Fourth, automation can help eliminate errors of omission, such as
failing to update all the relevant files with the new set of expected results.
Fifth, automation eliminates some of the variance in test quality caused by
differences in individual’s abilities.

The rest of this chapter starts by exploring some of the things that make
test automation hard (largely testability ). It then breaks an executable test
case down into components, and introduces one widely used test
automation tool.

SOFTWARE TESTABILITY

Generally, software testability estimates how likely testing will reveal a
fault if one exists. We are all familiar with software development projects
where, despite extensive testing, faults continue to be found. Testability
gets to the core of how easy or hard it is for faults to escape detection—
even from well-designed tests.

Definition 3.10 Testability: The degree to which a system or
component facilitates the establishment of test criteria and the
performance of tests to determine whether those criteria have been
met.

Testability is largely determined by two common practical problems;
how to provide the test values to the software and how to observe results
of test execution.

Definition 3.11 Software Observability: How easy it is to observe the
behavior of a program in terms of its outputs, effects on the
environment, and other hardware and software components.

Definition 3.12 Software Controllability: How easy it is to provide a
program with the needed inputs, in terms of values, operations, and



behaviors.

These ideas are easily illustrated in the context of embedded software.
Embedded software often does not produce output for human
consumption, but affects the behavior of hardware. Thus, observability is
quite low. Software for which all inputs are values entered from a
keyboard is easy to control. But an embedded program that gets its inputs
from hardware sensors is more difficult to control and some inputs may be
difficult, dangerous, or impossible to supply (for example, how the
automatic pilot behaves when a train jumps off-track). Many observability
and controllability problems can be addressed with simulation, that is, by
extra software built to “bypass” the hardware or software components that
interfere with testing. Other types of software that often have low
observability and controllability include component-based software,
distributed software, and web applications.

Testability is crucial to test automation because test scripts need to
control the execution of the component under test and to observe the
results of the test. This discussion of test automation is a very short
introduction. Many more details are available in the references given in the
Bibliographic Notes. Several entire books are devoted to test automation.

COMPONENTS OF A TEST CASE

A test case is a multipart artifact with a definite structure. The following
definitions are not standardized and the literature varies widely. The
definitions are our own but are consistent with common usage. A test
engineer must recognize that tests include more than just input values, but
have many parts. The piece of a test case that is mentioned the most often
contains what we call the test case values:

Definition 3.13 Test Case Values: The input values necessary to
complete an execution of the software under test.

Note that the definition of test case values is quite broad. In a traditional
batch environment, it is quite clear what a test case is. In a web
application, a test case might generate part of a simple web page, or it
might need to complete several commercial transactions. In a real-time
system such as an avionics application, a test case might be so simple as to



be a single method invocation or as complex as an entire flight.

Test case values are inputs to the program that test designers use to
directly satisfy the test requirements. They determine the quality of the
testing. However, test case values are not enough. In addition to test case
values, other inputs are often needed to run a test. These inputs may
depend on the source of the tests, and may be commands, user inputs, or a
software method with values for its parameters. To evaluate the results of a
test, we must know what output a correct version of the program would
produce for that test.

Depending on the software, the level of testing, and the source of the
tests, the tester may need to supply other inputs to the software to affect
controllability or observability. For example, if we are testing software for
a mobile telephone, the test case values may be long distance phone
numbers. We may also need to turn the phone on to put it in the
appropriate state and then we may need to press “talk” and “end” buttons
to view the results of the test case values and terminate the test. These
ideas are formalized as follows.

Definition 3.14 Prefix Values: Inputs necessary to put the software
into the appropriate state to receive the test case values.

Definition 3.15 Postfix Values: Inputs that need to be sent to the
software after the test case values are sent.

Postfix values can be subdivided into two types.

Definition 3.16 Verification Values: Values necessary to see the
results of the test case values.

Definition 3.17 Exit Values: Values or commands needed to terminate
the program or otherwise return it to a stable state.

Once the execution terminates, a test case must determine whether the
result of the test is valid, or is as expected. This is sometimes called the
“test oracle” problem. A test oracle decides whether a test passed or failed.
Thus, the results that the software should produce, if it behaves correctly,
are included in the test case.

Definition 3.18 Expected Results: The result that should be produced



by the test case if the software behaves as expected.

A test case is the combination of all these components (test case values,
prefix values, postfix values, and expected results ). When it is clear from
context, however, we will follow tradition and use the term “test case” in
place of “test case values.”

Definition 3.19 Test Case: A test case is composed of the test case
values, prefix values, postfix values, and expected results necessary
for a complete execution and evaluation of the software under test.

We provide an explicit definition for a test set to emphasize that
coverage is a property of a set of test cases, rather than a property of a
single test case. You may sometimes see the term test suite, which usually
means the same thing.

Definition 3.20 Test Set: A test set is a set of test cases.

The components in a test case are concrete realizations of the RIPR
model from Chapter 2. A test can be thought of as being designed to look
for a fault in a particular location in the program. The prefix values are
included to achieve reachability (R), the test case values to achieve
infection (I), the postfix values to achieve propagation (P), and the
expected results to reveal the failures (R). The expected results usually
cannot include values for the entire output state of the program, so a well-
designed test case should check the portion of the output state that is
relevant to the input values and the purpose of the test.

As a concrete example, consider the function estimateShipping ()
that estimates shipping charges for preferred customers in an automated
shopping cart application. Suppose we are writing tests to check whether
the estimated shipping charges match the actual shipping charges. Prefix
values, designed to reach (R) the estimateShipping () function in an
appropriate state, might involve creating a shopping cart, adding various
items to it, and obtaining a preferred customer object with an appropriate
address. Test case values, designed to achieve infection (I), might be the
type of shipping desired: overnight vs. regular. Postfix values, designed to
achieve propagation (P) and make an infection result in an observable
failure, might involve completing the order, so that actual shipping charges
are computed. Finally, the revealing part (R) of the final order is probably
implemented by extracting the actual shipping charge, although there are



many other parts of the final order that could also be incorrect.

Note that this test has an underlying complexity: we almost certainly do
not want running the test to result in any merchandise leaving the
warehouse or any customer receiving unordered goods. Solutions to this
problem are presented in Chapter 12.

Finally, wise test engineers automate as many test activities as possible.
A crucial way to automate testing is to prepare the test inputs as executable
tests for the software. This may be done as Unix shell scripts, input files,
or through the use of a tool that can control the software or software
component being tested. Ideally, the execution should be complete in the
sense of running the software with the test case values, getting the results,
comparing the results with the expected results, and preparing a clear
report for the test engineer.

Definition 3.21 Executable Test Script: A test case that is prepared in
a form to be executed automatically on the test software and produce
a report.

The only time a test engineer would not want to automate is if the cost
of automation outweighs the benefits. For example, this may happen if we
are sure the test will only be used once or if the automation requires
knowledge or skills that the test engineer does not have.

A TEST AUTOMATION FRAMEWORK

This book seldom refers to specific technologies or tools. Most of the
knowledge we are trying to convey is not tied to a specific tool, and
mentioning tools in textbooks invariably dates the book. The most notable
exception is that all of our example programs are in Java; we had to pick
some language and Java is convenient for several reasons. This section
contains another exception. Although we try to present the concepts of test
automation in a general way, we clarify the concepts with specific test
automation examples. Although many test automation frameworks are
available, we use JUnit because it is simple, widely used, includes features
that represent all the ideas we want to present, and last but not least, is
free. Many developers are moving to more sophisticated test automation
technologies, but many are based on JUnit. In fact, the term “xUnit” is
often used informally to mean a test framework based on, or similar to,



JUnit. Presenting JUnit early also gives instructors the opportunity to have
students use JUnit in homework exercises’.

We start by defining the term test framework in a general way.

Definition 3.22 Test Framework: A set of assumptions, concepts, and
tools that support test automation.

A test framework provides a standard design for test scripts, and should
include support for the test driver. A test driver runs a test set by executing
the software repeatedly on each test. If the software component being
tested is not standalone (that is, a method, class, or other component), then
the test driver must supply the “main” method to run the software. The test
driver should also compare the results of execution with the expected
results (from the test case) and report the results to the tester.

The simplest form of driver is a main () method for a class. Effective
programmers often include a main () for every class, containing
statements that carry out simple testing of the class. For a typical class, the
main () test driver will create some instances of the class, manipulate
their values by calling mutator methods, and retrieve values for
verification by calling observer methods. The driver can implement
sophisticated techniques, such as those discussed in Part II of this book.
This practice has evolved into the JUnit test framework, which provides a
flexible collection of classes and API to develop test drivers. JUnit has, in
turn, evolved into “*-Unit,” where similar functionality has been created
for other languages and technologies.

Most test automation frameworks support:

Assertions to evaluate expected results

The ability to share common test data among tests

Test sets to easily organize and run tests

The ability to run tests from either a command line or a GUI

Most test automation frameworks are designed for unit and integration
testing, although some specifically support system testing, and some are
built to support testing over the web (HttpUnit, for example).

The JUnit Test Framework



JUnit scripts can be run as stand alone Java programs (from the command
line) or within an integrated development environment (IDE) such as
Eclipse. JUnit can be used to test an entire class, part of an object such as a
method or some interacting methods, or interaction between several
objects. That is, it is primarily used for unit and integration testing, not
system testing.

JUnit embeds each test into one test method, and test methods are
collected into test classes. Test classes include two parts:

1. A collection of test methods.
2. Methods to set up the program state before running each test (prefix
values) and update the state after each test (postfix values ).

Test classes are written using the methods in the junit.framework.assert
class. Each test method checks a condition (assertion) and reports to the
test runner whether the test failed or succeeded. Assertions are how
expected results and the test oracle are encoded into JUnit tests. The test
runner reports the result to the user. If in command line mode, the message
is printed on screen. If in an IDE, the message is displayed in a window on
the display. All assert methods return void. A few common methods are:

assertTrue (boolean): This is the simplest assertion, and, in principle,
any assertion about program variables can ultimately be implemented
using this assertion.

assertTrue (String, boolean): This assertion provides more information
to the tester. If the assertion is true, the string is ignored. If the
assertion is not true, the string is sent to the test engineer. It should
provide a concise summary of the failure.

fail (String): This assertion puzzles many new test engineers, but it is
extremely useful in situations where if a certain section of code is
reached, that means the test has failed. As before, the string provides a
summary to the test engineer. The fail method is often used to test
exceptional behavior, although we also discuss another, often better,
way in the Min class example.

The discussion in this section illustrates so-called “state-based” testing,
where values produced by the unit under test are compared to known
correct (“reference”) values. An important complement to state-based
testing is “interaction-based testing,” where success is defined by how



objects communicate with each other. We discuss interaction-based testing
in depth when we discuss test doubles in Chapter 12.

JUnit uses the concept of a test fixture, which is the state of the test, as
defined by the current values of key variables in the software under test.
Test fixtures are especially useful when objects and variables are used by
more than one test. The test fixture can be used to control the prefix values
(initializations) and postfix values (reset values). This allows different tests
to use the same objects without sharing state between tests. In other words,
each test runs independently of other tests. Objects that will be used in test
fixtures should be declared as instance variables in the JUnit class. They
are initialized in a “@Before” method and reset or deallocated in an
“@After” method.

Figure 3.1 shows a very small class, Calc, and a JUnit test class,
CalcTest. The method under test simply adds two integers. The JUnit
test class has a single test with test values 2 and 3 and expected value 5.
JUnit typically implements each test with a single void method without
any parameters— testAdd () in this example. We will discuss other ways
to implement tests later in the section. The annotation “@Test” defines a
JUnit test and a common convention is to name test methods by prefixing

the string “test” before the method name”.

public class Cale

1
static public int add {int a, int b)

{
return a+ b;
i
¥
import org.junit.”;
import static org.junit.Assert.”;
public class CalcTest

{

@Test public woid testhdd()

{
assertEquals (5, Calc.add (2, 3));

}

}

Figure 3.1. Calc class example and JUnit test.

Figure 3.2 shows a more complex example that includes Java generics
and tests for exceptions. Note that the JavaDoc documents exceptional

returns as well as normal behavior. Naturally, these exceptions also need



to be tested, and the accompanying test class in figures 3.3 and 3.4,
MinTest, does exactly that. If JavaDoc comments are written well,

testers can use them to write high-quality tests.

import java.utl*;
public class Min

{

F ik

!
* Returns the minimum element in a list

* (@param list Comparable list of elements to search
* @return the minmum element in the list
* @throws NullPeinterException (NPE) if list is null or
. if any list elements are null
* @throws ClassCastEzception (CCE) if list elements are not mutually comparable
* @throws [legal ArgumentEzception if list is empty
*
£
public static <T extends Comparable<? super Ts= T min (List<? extends T= list)
{
if (list.size() ==0)
1

throw new IlegalhrgumentException ("Min.min");

}

[terator<? extends T= itr = list.iterator();
T result = itr.next();

if (result == null) throw new NullPointerEzception ("Min.min");

while (itr.hasNezt(})
{
T comp = itr.next():
if (comp.compareTo (result) < 0)
{ // throws NPE, CCE as needed
result = comyp:

}
}

retum result;

}

}

Figure 3.2. Minimum element class.



import org.junit.*;
import static org.junit.Assert.”;
import java.util.*;

public class MinTest

1
private List<String= list; // Test fixture

@Before // Sets up - Called before every test method.
public void setlp()
{
list = new ArrayList<5String=();
h

i@After // Tear down - Called after every test method.
public void tearDowmn()
{

list = muall; /¥ Redundant in this example!

}

@Test
public void testForNullList()
{
list = null;
try {
Min.min (list):
} catch (NullPointerException &) {
retum;

fail ("HullPointerException expected");
F

i@Test (expected = NullPointerException.class)
public void testForNullElement()
{

list.add (mull);

list.add ("cat"):

Min.min (list):

}

{@Test (expected = NullPointerException.class)
public void testForSoloNullElement ()
{

list.add {mull);

Min.min (list);

}

Figure 3.3. First three JUnit tests for Min class.



@Test (expected = ClassCastException.class)
@SuppressWamings ("uncheckad")
public void testMutuallylncomparable()
{
List list = new ArrayList():
list.add ("cat");
list.add ("dog"):
list.add (1);
Min.min (list):

}

{@Test (expected = IllegalArgumentException.class)
public void testEmptyList{)

{

Min. min (list);

}

@ Test
public void testSingleElement()
{
list.add {"cat"):
Object obj = Min.min (list):
assertTrue ("Single Element List", obj.equals ("cat")):

}

@ Test
public void testDoubleElement ()
{
list.add ("dog"};
list.add ("cat");
Object obj = Min.min (list);
assertTrue ("Double Element List", obj.equals ("cat"));
i
}

Figure 3.4. Remaining JUnit test methods for Min class.

Class MinTest is split across two pages because of its length. The test
fixture methods and the first three test methods are shown in Figure 3.3.
The “ @Before” method encodes the prefix part of the test. It puts the test
object into a proper initial state by creating a new List object. The “
@After” method encodes the postfix part of the test. It resets the state of
the test object by setting the object reference to null. Strictly speaking, the
@After method is redundant since the @Before method resets the
reference anyway, but good engineering practice is to be conservative:
“measure twice, cut once.”

Figure 3.3 also shows three separate tests where the expected result is
NullPointerException. The JavaDoc specification indicated that



NullPointerException should be thrown if either the list is null
or if any element in the list is nul1, thus we need an explicit test for each
situation.

The first test illustrates the JUnit fail statement. For this test to pass,
we expect to throw, and then catch, a NullPointerException. If no
exception is thrown, or if a different exception is thrown?, the fail
statement is reached, and the test correctly reports failure. Again, no
assert statement is needed.

The second test illustrates an alternate approach to testing exceptional
behavior. Specifically, the @Test annotation can be augmented with the
class of the specific exception expected. This second approach is usually
more straightforward to program and understand. Also, by identifying the
expected exception by class it avoids some common mistakes that arise
due to the inheritance structure of the Java exception classes. Hence, we
recommend implementing test cases for exceptional returns with this
second approach. Note that no assert or fail statements are needed.

The reason for the third NullPointerException test is more
subtle. Even good programmers might overlook the possibility of a list that
contains only a single nul1l element and nothing else. Indeed, it is this test
that forces the Min method to include an  explicit
NullPointerException throw after the variable result is
initialized. To fully understand why this is needed, we suggest
commenting out this line of code and rerunning the test set. To test this
situation, we include an additional test to cover a single nul1l element.

Figure 3.4 shows four additional tests for the Min class. The first two
tests are for exceptions. Note that despite the use of generics, it is possible
to call Min with a list of elements that are not mutually comparable—or
even with elements that do not implement the Comparable interface at

all. The reasons for this are subtle and complex?, but the message for the
test engineer is very simple: if you think it might be possible, you should
test it! Notice that this test requires “raw” types, about which the Java
compiler duly warns us. Following good Java practice, we use the “
@SuppressWarnings” annotation to suppress this warning.

The final two tests in the MinTest class address “normal” behavior.
The balance between exceptional returns and normal returns shown in this
example (five to two) is hardly unusual. Exceptional behavior is
notoriously harder to program correctly than “happy path” behavior,



Unfortunately, many inexperienced testers (and programmers) will focus
primarily on testing expected behavior, and test few, if any, exceptional
conditions. When evaluating tests, one of the first things to check is how
thoroughly exceptional behavior is considered.

Data-Driven Tests

Sometimes, the same test method needs to be run multiple times, with the
only difference being the input values and the expected output. For
example, the add () method in the Calc class should be tested with
several values and expected sums. Repeatedly cutting and pasting the same
test method and subsequently editing the inputs and expected outputs
results in completely unmaintainable test code (and lots of chances for
mistakes). A better solution is to write the test once and then supply the
data values in a table. This approach is commonly called data-driven
testing. The JUnit Parameterized mechanism implements data-driven
testing. We avoid the term “parameterized” as much as possible in this
discussion because it is overloaded in the context of unit testing with
different, and conflicting, definitions.

Figure 3.5 shows DataDrivenCalcTest, a Java class that defines
data-driven JUnit tests for the Calc class. The import statements at the
beginning of the file bring in the JUnit classes needed.



import org.junit.”;

import org.junit.munner. RunWith:

import org.junit.munners.Parameterized;

import org.junit.runners.Parameterized. Parameters;
import static org.junit.Assert.”;

import java.utl®;

@RunWith {Parameterized.class)
public class DataDrivenCalcTest

{

public int a, b, sum;

public DataDrivenCalcTest (int a, Int b, int sum)
{ // Hote Constructor

this.a = a;

this.h = b;

this.sum = sum;

I

@Parameters
public static Collection<=Object[]= calcValues()
{
retum Arrays.asList (new Object [][] {{1. 1. 2}, {2. 3, 5}}):

}

@ Test
public woid additionTest()
{

assertTrue ("Addition Test", sum == Calc.add (a,b));

}

}

Figure 3.5. Data-driven test class for Calc.

JUnit uses the Java class mechanism to implement data-driven tests.
Specifically, the table of inputs and expected outputs come from a user-
defined method annotated as @Parameters. This method returns a data-
driven table in the form of a collection of Object arrays. JUnit expects
the number of objects in each array to correspond to the number of formal
arguments in the constructor for the JUnit test class. In this example, the
number of objects is three: two input values (addends) and the expected
result (the addends’ sum). This matches the number of arguments in the
constructor DataDrivenCalcTest ().

JUnit creates a new instance of the test class for each array in the
collection returned by the @Parameters method. Methods in the test
class use the instance variables initialized in the constructor call to test
behavior in the same way as normal test methods. In the example, the



@Parameters method calcValues () returns a collection with two

arrays of inputs and expected outputs, and hence JUnit calls the
constructor DataDrivenCalcTest () twice. The arguments in the first

constructor call come from the first array returned by calcvalues (),
and the arguments in the second constructor call come from the second
array returned by calcValues ()°. For each of the two resulting
DataDrivenCalcTest objects, JUnit executes the test method
additionTest ().

Adding Parameters to Unit Tests

None of the test methods discussed so far have had explicit parameters.
Allowing the use of parameters in test methods is extremely powerful—
both theoretically and practically. The JUnit Theory mechanism allows

test engineers to define test methods with parameters.

Sidebar
JUnit Theories: Universal Quantification for Testing
Consider the universally quantified assertion:

Yre X wPir) — Qir)

This assertion can be interpreted to mean that, for all values in a
particular domain X, if the precondition P is true, then the
postcondition Q is also true.

The normal approach to such an assertion is using a mathematical
proof to show that the assertion is, indeed, a theorem. Testing is usually
considered ill-suited to showing such an assertion—primarily because
the domain of interest, represented by X in this example, is often very
large, and hence X cannot be enumerated exhaustively.

Unit tests with parameters explore a middle ground between
mathematical proof and ordinary testing. They promise to use the
practical power of testing, at least partially, to demonstrate the validity
of universally quantified assertions. From a testing perspective, this is
radical!

A test engineer writing a test method with parameters proceeds




mathematically. She hypothesizes that for all possible combinations of
parameters that satisfy the preconditions, the postcondition is also true
for whatever action the test implements. Those familiar with design-by-
contract might recognize this important pattern: Precondition, Action,
Postcondition.

Of course, there is no way to try all possible values, or else our tests
will never finish running. But the test engineer should not be concerned
with where values come from, or how many there are, when specifying
the theory itself. Those concerns, which are addressed differently in
different approaches to test methods with parameters, can wait.
Instead, she should focus on writing a valid test method—and leave it
up to the test engine to find a counterexample if possible.

Figure 3.6 shows an example JUnit theory about sets of strings. The
theory is implemented in a method annotated with @Theory. Notice that
this method has two parameters, a set of strings and a string. The “Action”
part of theory, implemented in ordinary Java, removes a string from a set
and then adds the string back in. The postcondition of the theory,
implemented by the assertTrue statement, asserts that the resulting set
is the same as the starting set. Of course, this theory is only true if the
starting set already contains the string being removed. In other words, the
theory has a precondition. This precondition, implemented in the
assumeTrue statement, states that the starting set contains the necessary
string. The theory also has a precondition that starting set not be null;
otherwise, the theory will fail in an uninteresting manner via
NullPointerException.

@Theory
public void removeThenAddlioesNotChangeSet
{Set<String= some3et, String str) /,/ Parameters!

{
assumeTrue (someSet != null); J/ Precondition
assumeTrue (someSet.contains (str)): [/ Precondition
Set<5String= copy = new HashSet<String=(someSet): // hction
copy.remove (str);
copyadd  (str);
assertTrue (someSet.equals (copy)); // Postcondition

Figure 3.6. JUnit Theory about sets.



So far, this example leaves out an important question: what values
should be substituted for the parameters in the test? Put another way, the
parameters in the JUnit Theory method provides a “box” to hold test
inputs. It is upto the test engineer and the test driver framework to decide
what values to put into the box. Figure 3.7 shows the JUnit approach to
supply parameters to the set example.

@DataPoints
public static String[] animals = {"ant", "bat", "cat"};

@DataPoints

public static Set[] animalSets = {

new HashSet (Arrays.asList ("ant", "bat"}),

new HashSet (Arrays.aslist ("bat", "cat", "dog", "elk")),
new HashSet (Arrays.aslist ("Snap", "Crackle”, "Pop"))
|5

|:I
|:I

Figure 3.7. JUnit Theory data values.

In JUnit, possible values for parameters are explicitly listed in
@DataPoints objects, which are arrays of Java data types. JUnit
matches data values to parameters by type: if the data value has the same
type as the parameter, then JUnit plugs it in °. The number of tests is the
cross-product of all the possible values for each parameter in the test. For
example, the test in Figure 3.6 has two parameters, one of type String
and the other of type Set. Figure 3.7 has three values of type String
and three values of type Set, thus, this example has 3 * 3 = 9 possible
combinations of values, four of which satisfy the precondition. All four
combinations that satisfy the precondition also satisfy the postcondition—
exactly what we expect from a valid theory. For the five combinations that
do not satisfy the precondition, JUnit does not evaluate the postcondition.
If a precondition is not satisfied, then the postcondition does not apply.

Data-driven testing can suffer from a combinatorial explosion in the
number of tests. Remember that the number of potential tests is given by
the cross-product of the possible values for each of the parameters in the
unit test. For small sets of data values, the number of tests is not usually a
problem. However, for large sets of data values, or for test methods with
many parameters, the number of actual tests may balloon quite quickly.
Testers must be aware of this and adjust accordingly if the test framework
generates more tests than can be practically (or helpfully) run.



JUnit from the Command Line

The above examples are enough to run JUnit inside an IDE. To run from a
command line, however, a main method is needed. Figure 3.8 shows the
additional class needed to run the tests for the Min class. If a test fails,
JUnit gives the location of the failure and any exceptions that were thrown.
If JUnit is run from the command line, the format of the feedback is
simply the normal stack trace that the Java runtime system supplies for any
uncaught exception. IDEs tend to format the feedback more clearly.

import org.junit.runner. BunWith;
import org.junit.runners. Suite;
import junit.framework. JUnit4Test Adapter;

J/ This section declares all of the test classes in the program.
@HRumWith (Suite.class)

J/ hdd more test classes by inserting a .class file name

// inside the curly brackets, separate by commas.
@Suite.SuiteClasses ({ MinTest.class })

public class AllTests

{
J/ Ezecution begins in main{). This test class executes a
J/ test runner that tells the tester if any tests fail.
public static void main (String[] args)

{

junit.textud. TestRunner. mun (suite());

}

J/ The suite() method helps when using JUnit 3 Test Runners or Ant.
public static junit.framework. Test suite()

{
return new JUnit4TestAdapter (AllTests.class);

}

¥

Figure 3.8. AllTests for the Min class example.

BEYOND TEST AUTOMATION

Test practitioners widely agree that test automation is an essential way to
make testing more efficient and effective. Test automation frameworks,
however, are not “silver bullets.” They do not solve the core technical
problem of software testing: What test values to use? This is the subject
of test design. After test driven development in Chapter 4, Chapter 5



discusses criteria-based test design in general, then the next four chapters
give specific test criteria for designing tests.

Chapter 3.

1.

2.

Why do testers automate tests? What are the limitations of
automation?

Give a one-to-two paragraph explanation for how the inheritance
hierarchy can affect controllability and observability.

. Develop JUnit tests for the BoundedQueue class. A compilable

version is available on the book website in the file
BoundedQueue. java. Make sure your tests check every method,
but we will not evaluate the quality of your test designs and do not
expect you to satisfy any test criteria. Turn in a printout of your
JUnit tests and either a printout or a screen shot showing the results
of each test.

. Delete the explicit throw of NullPointerException in the

Min program (Figure 3.2). Verify that the JUnit test for a list with a
single null element now fails.

. The following JUnit test method for the sort () method has a non-

syntactic flaw. Find the flaw and describe it in terms of the RIPR
model. Be as precise, specific, and concise as you can. For full
credit, you must use the terminology introduced in the book.

In the test method, names is an instance of an object that stores

strings and has methods add (), sort (), and getFirst (),

which do exactly what you would expect from their names. You can
assume that the object names has been properly instantiated and the

add () and sort () methods have already been tested and work
correctly.



@ Test

public void testSort()

{
narnes.add
names.add
names.add
names.add
names.sort
assertTrue

b

"Laura"):
"Han");
"Alex");
"Lshley"):
)

—— — —

Sort method", names.getFirst().equals ("Alex"));

r——

. Consider the following example class. PrimeNumbers has three
methods. The first, computePrimes (), takes one integer input
and computes that many prime numbers. iterator () returns an
Iterator that will iterate through the primes, and toString ()
returns a string representation.

public class Primelfumbers implements Iterable<Integer=

{

private List<Integer= primes = new Arraylist<Integer=():

public void computePrimes (int n)
{
int count = 1: // count of primes
int number = 2; // number tested for primeness
boolean isPrime; // is this number a prime
while {count == n)
1
isPrime = true;
for {int divisor = 2; divisor == number / 2; divisor++)
i
if (number % divisor == 0)
{
isPrime = false;
brealk; // for loop
t
}
if (isPrime && (number % 10 !=9)) // FAULT
i
primes.add (mumber);
count++;
}
number++;
}
b

@0verride public Iterator<Integers iterator()

{

retum primes.iterator();

}



@verride public String toString()
{

return primes.toStiing():

}
}

computePrimes () has a fault that causes it not to include prime

numbers whose last digit is 9 (for example, it omits 19, 29, 59, 79,

89, 109, . ..). If possible, describe five tests. You can describe the

tests as sequences of calls to the above methods, or briefly describe

them in words. Note that the last two tests require the test oracle to

be described.

(a) A test that does not reach the fault

(b) A test that reaches the fault, but does not infect

(c) A test that infects the state, but does not propagate

(d) A test that propagates, but does not reveal

(e) A test that reveals the fault

If a test cannot be created, explain why.

. Reconsider the PrimeNumbers class from the previous exercise.

Normally, this problem is solved with the Sieve of Eratosthenes

[Wikipedia, 2015]. The change in algorithm changes the

consequences of the fault. Specifically, false positives are now

possible in addition to false negatives. Recode the algorithm to use

the Sieve approach, but leave the fault. What is the first false

positive, and how many “primes” must a test case generate before

encountering it? What does this exercise show about the RIPR

model?

. Develop a set of data-driven JUnit tests for the Min program. These

tests should be for normal, not exceptional, returns. Make your

@Parameters method produce both String and Integer values.

. When overriding the equals () method, programmers are also

required to override the hashCode () method; otherwise clients

cannot store instances of these objects in common Collection

structures such as HashSet. For example, the Point class from

Chapter 1 is defective in this regard.

(a) Demonstrate the problem with Point using a HashSet.

(b) Write down the mathematical relationship required between
equals () and hashCode ().



(c) Write a simple JUnit test to show that Point objects do not
enjoy this property.

(d) Repair the Point class to fix the fault.

(e) Rewrite your JUnit test as an appropriate JUnit theory.
Evaluate it with suitable DataPoints.

10. Replace each occurrence of a set with a list in the JUnit theory
removeThenAddDoesNotChangeSet. Is the resulting theory
valid or invalid? How many of the tests that pass the precondition
also pass the postcondition? Explain.

BIBLIOGRAPHIC NOTES

Our definition of test automation was adapted from Dustin et al. [Dustin et
al., 1999], which goes into great detail on the practical and problematic
aspects of test automation. The descriptions of excise and revenue tasks
were taken from Cooper [Cooper, 1995].

Several different definitions of testability have been published.
According to the 1990 IEEE standard glossary [IEEE, 2008], testability is
the “degree to which a component facilitates the establishment of test
criteria and the performance of tests to determine whether those criteria
have been met.” Voas and Miller [Voas and Miller, 1995] defined software
testability by focusing on the “probability that a piece of software will fail
on its next execution during testing if the software includes a fault.”
Binder [Binder, 1994, Binder, 2000] defined testability in term of
controllability and observability. Controllability is the probability that
users are able to control a component’s inputs (and internal state).
Observability is the ability that users have to observe a component’s
outputs. If users cannot control the inputs, they cannot be sure what caused
the output. If users cannot observe the output of a component under test,
they cannot be sure if the execution was correct. Freedman [Freedman,
1991] also described testability based on the notions of observability and
controllability. In his terms, observability captures the degree to which a
component can be observed to generate the correct output for a given
input, and controllability refers to the ease of producing all values of its
specified output domain.

Our definition of testability is adapted from the IEEE standards [IEEE,
2008]. Our definitions for observability and controllability are adapted



from Freedman [Freedman, 1991].

The observation that information hiding reduces controllability, thereby
making testing harder, is due to Voas [Voas, 1992].

The multiple parts of the test case are based on research in test case
specifications by Balcer and Stocks [Balcer et al., 1989, Stocks and
Carrington, 1993].

JUnit is simply a test driver. Readers skeptical of JUnit’s simplicity
might wish to review the half-page implementation of basic JUnit provided
by Bloch, page 171 [Bloch, 2008]. The power of JUnit is in its uniformity:
it encourages all Java programmers write tests the same way. Buest and
Suileman [Beust and Suleiman, 2008] describe TestNG, a successor to
JUnit that includes features useful for testing large scale projects. TestNG
uses the term data-driven testing consistently with our usage, but TestNG
includes a richer support framework. Tillmann and Schulte [Tillmann and
Schulte, 2005] developed the approach of adding parameters to unit tests.
The Pex test generation framework [Tillmann and de Halleux, 2008]
automatically identifies possible values to substitute in for these
parameters.

LAt George Mason, we introduce JUnit in our second semester programming class
and the first graduate class in the software engineering MS program. Of course,
we also use JUnit in our testing classes.

2 JUnit 3 required the convention of starting test methods with the string test.
The annotations used in JUnit 4 give the compiler a chance to catch mistakes that
would otherwise be silently ignored.

3 To be precise, since the Java exception mechanism uses the type hierarchy, the
catch  block in this example intercepts any subclass of
NullPointerException.

4 Java generics are implemented by erasure so as to be backwards compatible with
older versions of Java. Put another way, Javagenerics are only analyzed by the
compiler; there is no trace of them left in the Java bytecode.

Java generics allow the programmer to write code with better type safety. In
practical terms, this means that many potential sources of
ClassCastException are turned into compile-time errors. This is a good
thing! It is always better to identify a problem at compile time than to wait for a
failing test case, or, worse, a field failure.

Unfortunately, Java generics can guarantee type safety only if all Java code in
a system uses generics instead of so-called “raw”types. Generally, the test



engineer will not be in a position to ensure that raw types have been eliminated.
Bottomline: type-safety violations that result in ClassCastException are possible
even in code that properly uses generics. Hence, it is often necessary to write
tests for type-safety violations in addition to using the Java generics mechanism.

Since JUnit uses Java reflection to implement these calls, the compiler cannot
check that the number and type of objects in the array returned by the
@Parameters method match the number and type of objects expected by the
test class constructor.

To be precise, JUnit uses the Java instanceof test to determine whether a
given object can be associated with a particular parameter. JUnit is implemented
with the Java reflection mechanism, which is a runtime facility. Hence, JUnit
cannot take advantage of Java generics for type matches, and instead relies
exclusively on “raw” types.



Putting Testing First

What’s past is prologue.

The role of testing in software development has undergone radical changes
in recent years. Testing has evolved from afterthought to a central activity
in certain development methods—particularly agile methods. This chapter
explains the evolving role of testing in software development and
highlights the key theoretical and practical enablers for that evolution. The
message of this chapter is as follows: If high-quality testing is not centrally
and deeply embedded in your development process, your project is at high
risk for failure. Your project might fail in the technical sense, in that you
simply lose control of what the code actually does. Or it might fail in the
business sense, in that your competitors roll out better functionality faster.
It does not really matter which way you fail; sadly, the consequences are
the same.

TAMING THE COST-OF-CHANGE CURVE

Traditional software engineering, as described in standard texts on
software engineering, came into being as a field precisely because the
development of large software projects was proving to be increasingly
difficult—even impossible—using ad hoc development methods.
Traditional software engineering focuses primarily on extensive modeling
and upfront analysis. The goal is to reveal potential problems and changes
as early as possible. The economic rationale is that effort spent on
revealing failures early delivers an enormous return on investment. Every
software engineering text shows the traditional “cost-of-change” curve,
where the key variable is the lag between when a change should ideally be



made and when the need for that change is recognized. Figure 1.1 in
Chapter 1 illustrates this concept, by showing that the cost of finding and
fixing faults balloons as we move from unit testing to integration testing to
system testing to deployment.

A more general description is shown in Figure 4.1. The way to read this
figure is to identify the time at which a decision (or the mistake) is
originally made and the time at which that decision is revised (or mistake
is repaired). The time interval between these events is shown on the
horizontal axis. Cost, shown on the vertical axis, is a function of the length
of time between the original and the revision. The “delta” cost starts at a
small value for revisions made shortly after the original and climbs ever
more steeply as the interval between the two events grows longer. The
primary reason for the ever-increasing cost is that additional work is
invested that depends on the original decision, and this work must also be
revised if the original decision is revised. A secondary problem is that as
the software grows it gets harder to find the root cause of failures.
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Figure 4.1. Cost-of-change curve.

In the early days of software engineering, the field made two
assumptions to allow traditional software engineering to effectively tame
the cost-of-change curve:

1. Modeling and analysis techniques can effectively identify potential
problems and changes early in the lifecycle.
2. The savings implied by the cost-of-change curve justify the cost of



the modeling and analysis techniques, when considered with respect
to the total cost of ownership over the life of the project.

Sidebar

The Software Engineering Crisis

We speculate that this mindset originated when the “software
engineering crisis” was first identified in 1968. At the time, most
software was written for military organizations. They procured
software to embed in weapons and other military systems, needed the
software to work “correctly out of the box,” and hoped for a long
lifetime with little or no maintenance. The mindset was that any change
required bringing the hardware system back into the factory, a very
expensive operation with military systems that are deployed worldwide.
Thus these two assumptions made perfect sense within that context. In
modern times, however, the military is a much smaller part of the
software industry, and software is often updated remotely through
networks or, in the case of web applications, by deploying new software
onto the local server that users access remotely.

Implied by these assumptions is a belief that the requirements are
always complete and current. In fact, software engineers needed the
requirements to remain complete and current, or else the up-front cost of
developing good requirements is not cost effective. Yet, what is one of the
most common complaints of software engineers, especially contractors?
“The customers keep changing their minds! They don’t know what they
want!” This shows a basic misunderstanding of human nature. People are
very good at getting approximate solutions, but very bad at getting precise
solutions. This is why professionals like scientists and medical doctors
spend years training themselves to be very precise, and why passing is
easier than shooting in basketball. The above assumptions are only valid if
humans are perfectionists, whereas we are really approximators.

Is the Curve Really Tamed?

This section contrasts agile software development methods with traditional
software engineering. At the broadest level, agile methods are about



achieving key end results: working software, responsiveness to change,
effective development teams, and happy customers. While this broad
context is important, it is outside the scope of this text. We focus here on
agile approaches where testing plays an especially prominent role, such as
Extreme Programming (XP) and Test-Driven Development (TDD).

The basic agile counter-argument to traditional software engineering is
that, for many modern projects, neither of the two assumptions identified
above is valid. The first assumption is undermined by the fact that
software engineers have proven to be lousy prognosticators. Not only are
needed changes not anticipated (a false negative), but unneeded changes
are incorrectly anticipated (a false positive), resulting in wasted work. In
particular, it is extremely difficult to predict business value in advance,
and so modern software evolves in inherently unpredictable ways. The
second assumption is undermined by the fact that non-executable artifacts
tend to diverge from the running system when change happens. So, for
example, even if a UML model does a great job of describing the initial
version of a system, it often does a lousy job of describing the system six
months later. The XP approach to this conundrum separates the value of a
model in aiding system understanding, which is indeed a good thing, from
the practice of using models as documentation, which is viewed as asking
for trouble. Put another way, XP recognizes the value of a UML diagram
in communicating information about a particular system design. XP also
takes the position that archiving the UML diagram is problematic, and
asserts that it is often better simply to discard the model once its original
purpose (design) has been served.

An agile principle that goes directly to the heart of the both assumptions
is “You ain’t gonna need it!”, or YAGNI. The YAGNI principle states that
traditional planning is fraught precisely because predicting system
evolution is fundamentally hard, and hence expected savings from the
cost-of-change curve do not materialize. Instead, agile methods such as
TDD defer many design and analysis decisions and focus instead on
creating a running system that does “something” as early as possible. At
first glance, this may sound like a return to the dark days before traditional
software engineering. But no! In fact, there is a crucial difference.

Question: So, what’s different?

Answer: The test harness.



We use the term test harness to mean not just the automated tests, but
the process by which the execution of the tests is managed so that
developers obtain critical feedback as quickly as possible.

The next section explores the implications of the test harness.

THE TEST HARNESS AS GUARDIAN

Agile methods in general, and test-driven development in particular, take a
novel, and somewhat more restricted, view of correctness. Previous
chapters discussed the notion of correctness at length. Chapter 1 pointed
out that correctness is not possible and perhaps not even meaningful as a
concept with respect to software. As said in Chapter 2, it’s not even clear
that the term “correctness” means anything when applied to a piece of
engineering as complicated as a large computer program. Chapter 3
introduced automated tests, and clarified that an automated test must
include the expected, or “correct” behavior on that test. Note that knowing
correct behavior on a particular test is more restricted and much simpler
than knowing correctness for the software in general. This allows a
fundamental shift in the mindset for agile methods.

All agile methods have an underlying assumption that instead of
defining all behaviors with requirements or specifications, we demonstrate
some behaviors with specific tests. The software is considered correct if it
passes a particular set of tests. These tests must be automated and must
include the expected result. That is, test automation is a prerequisite for
test-driven development. To summarize: a basic assumption in all agile
methods is that software “correctness” is measured existentially through
test cases instead of universally through definitions and analysis. If all the
test cases pass, the system is considered correct. If they do not, “the build
is broken.”

While this approach to correctness might strike mathematicians as
impoverished, software is built by engineers, and guess what? Engineers
are not mathematicians! This view of correctness has enormous practical
engineering benefits in that it is both concrete and checkable. In effect, this
view redefines “correctness” to be more limited, and thus possible to
assess. Even as the software, including the test cases, evolve, the
correctness of the system at any single point in time is subject to
immediate verification simply by running the test set. Further, if someone



objects that the system should really be behaving differently, there is a
constructive way to articulate this objection: write (or modify) a test case!

In agile methods, test cases are the de facto specification for the system.
From the developer’s perspective, this makes testing the central activity in
development. This is the reason that agile methods such as TDD order
writing tests first, implementing functionality second, and following good
design principles third. It is important to emphasize that good design still
matters in TDD. It simply occupies a different, and later, niche in the
development cycle.

A consequence of the test-harness-as-guardian philosophy is a belief
shared by many agile developers: non-executable documents are not just of
questionable utility, rather, they are potentially misleading. While
everyone agrees that a non-executable document that correctly describes a
software artifact is helpful, it is also true that a non-executable document
that incorrectly describes a software artifact is a liability. Agile methods
attempt to make executable artifacts to satisfy needs that, in traditional
software engineering, were satisfied by non-executable artifacts. For
example, comments in code might be encoded into method names. The
compiler discards comments, but insists on syntactic validity of the names.

The fact that agile recognizes the central role of evolution in software
development means that the definition of success differs from traditional
development. Traditional development defines success as “On time and on
budget,” whereas agile methods aim first for having something executable
available from the very beginning of development and second producing a
different, and presumably better, product than the one originally
envisioned.

Hence, to make agile work, test cases need to be of high quality and test
processes need to be efficient. Use of test automation is necessary, but not
sufficient.

Continuous Integration

One of the key advances produced by the agile movement is the
continuous integration service. The idea is that a developer starts with a
“clean” development environment, visits a repository for a project,
downloads the source and test set, builds the system, and verifies the test
set. After making (and verifying!) a change to the system and/or the test



set, the developer pushes the changes back to the repository, where the
continuous integration server rebuilds the system, and then reruns and
reverifies the test set. Mistakes made by a single developer are quickly
caught, but, even more importantly, the entire team of developers
immediately becomes aware of divergent design decisions.

The continuous integration service is an important part of the test
harness. In it, developers define the rules to “automate the build,”
including verification steps such as executing test sets, checking code
coverage, and monitoring static analysis results. Dashboards and
notification scripts inform key team members of the project status on a
real-time, or close to real-time, basis.

How fast is the continuous integration server? Ideally, it is
instantaneous, but, given finite computing power, this is not possible. In
practice, the goal is to bring the need for rework to the attention of
developers while the source of the problem is still in their short-term
memories. The corresponds to minutes, or, at most, hours. From a testing
perspective, this means that it is necessary to engineer the test set to run to
completion inside this window. Not only do our tests need to be good—
they also need to be fast!

System Tests in Agile Methods

System tests present a challenge to agile methods for two reasons. First,
the implementation may have little or no functionality when system tests
are developed. Since this book advocates developing tests as early as
possible, this situation is not different from traditional methodologies.
Second, and more significantly, requirements are simply not documented
as they are in traditional software engineering. Traditionally, system
testers often develop tests from requirements (or sometimes specifications
or architectural designs) that are intended to completely describe the
behavior of the software.

Complicating matters, the amount of effort required to implement the
functionality captured by the system test might be quite large. How do you
run a test against a system that not only isn’t yet built, but cannot even be
built in a short time-frame? Of course, this problem also confronts system
testers in traditional software engineering methods. The difference is that
agile methods place a premium on having a test harness continuously



verify the system.

In traditional software development, system requirements are often
questionable in terms of how complete and current they are. In agile
methods, they are undocumented! So what do system testers do? Agile
system testers often design tests from user stories. A user story is a
sentence or possibly several sentences in the language of the end user that
captures what a user does or needs to do with the software as part of his or
her job function. They are similar to UML use cases in that they describe
the software’s intended behavior in high-level language, but they differ in
significant ways. They are usually smaller in scale and include very few
details. In fact, a common practice is to write them on note cards to
emphasize that they should be small scale. They are also not intended to be
archived, but are used as a basis for developing tests, which are archived.

Figure 4.2 illustrates how user stories are used in agile methods,
specifically with test-driven development. First a user story is written,
preferably with input from actual or intended users. That user story is then
turned into one or more acceptance tests that, by definition, fail on the
current version of the software since the functionality to implement these
tests does not yet exist. The agile use of the term “acceptance test” is
compatible with the definition in Chapter 2. Acceptance tests are at the
same level of abstraction as traditional system tests, and structured
identically, however the intent is different. Acceptance tests come from
users and are intended to represent users’ needs. The agile literature
focuses on acceptance tests and does not focus heavily on traditional
system tests. A failing acceptance test is then used to generate a sequence
of TDD tests. The TDD tests are written sequentially; each subsequent test
forces the software developer to implement more of the required
functionality. When enough functionality is implemented so that the
acceptance test passes, agile developers can turn to a new user story.
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Figure 4.2. The role of user stories in developing system (acceptance) tests.

Consider a very simple user story, “Support technician sees customer’s
history on demand.” The story does not include implementation details,
and is not specific enough to run as a test case. This example user story
above might have a happy path test where a technician fields a call from a
specific, existing user. The test passes if that specific user’s history is
displayed on demand. A different test might involve a new user; this test
passes if the technician is informed that the user does not have a history.
These tests provide specific, concrete guidance to developers as to exactly
what functionality needs to be implemented.

The agile community has developed several processes and tools to
manage automating system tests and integrating the implementation as it is
developed. This chapter does not describe all these processes and tools,
and Figure 4.2 is only representative. The bibliographic notes section in
this chapter provides a pointer to these topics.

This chapter emphasizes that tests, system or otherwise, define software
behavior in agile methods. As a consequence, high-quality tests are of
central importance to whether agile projects succeed.

Adding Tests to Legacy Systems

For many real systems, it’s an unfortunate truth that testing was neglected
and all that the current developers have to work with is the source code.
This is an extremely dangerous state of affairs, and often leads to a
corporate decision to not modify certain systems out of fear of the
consequences of changes. But such apparently conservative decisions are
not necessarily safe either. The root cause of the loss of the maiden flight
of the Ariane 5 rocket (as discussed in Chapter 1) was a decision to re-use
—without modification—the inertial guidance system from the Ariane 4
rocket, despite the fact that the developers knew that some of the code
from the Ariane 4 system was not needed for the Ariane 5. The loss of the
rocket was traced back to a problem in the unneeded code.

Hence a common situation facing developers when working with
existing systems is how to apply something like TDD to a system that has
no tests at all. It is impractical to insist that new work stop completely
while an entire test set is constructed; employees who insist on this route
are likely to be looking for a new employer. Instead, there needs to be a



way to incrementally introduce test cases, so that over time a system safely
moves towards both new functionality and new test cases that verify that
functionality.

We briefly touch on two common needs: refactoring existing code and
changing the functionality of legacy code. The best way to understand this
process fully is to do it, and we ask exactly that in the exercises at the end
of the chapter.

Refactoring is a way to modify (hopefully improving) the structure of
existing code without changing its behavior. But it is not possible to
refactor safely without also checking that the behavior has not changed.
The agile approach to refactoring legacy code is to provide test cases for
just the section of code that is being refactored. Once these tests are
running successfully, the developer can turn attention to the refactoring,
confident in the knowledge that the test cases will help catch mistakes
made in that process. At the end of the refactoring, all of the test cases
must still pass.

In the case of changing functionality, either to introduce new behavior
or to repair a fault, the process is slightly different. Again, the developer
produces test cases for the section of code where she intends to make
changes. Some of these tests fail, of course, since either the new behavior
is not yet implemented or the fault is not yet repaired. Once the tests are
ready, the desired changes can be made. At the end of the process, all of
the tests should pass, including those that failed earlier.

Weaknesses in Agile Methods for Testing

Agile methods have much to offer, however with some cost. One cost is
that a lot of things are different, which is disruptive, especially to
established teams and companies. We already discussed the fact that
requirements are not present, or at least, in a very different form. Other
things are lost as well, for example traceability matrices. The information
that used to be in traceability matrices moves to the acceptance tests and
TDD tests.

The agile community has invested a great deal of effort in making tests
fast by using technologies such as test doubles. It has also developed
methods such as continuous integration servers to provide effective
feedback to developers. When a method such as TDD is used, code that



implements new functionality should only be written in response to a
failing test, so every additional functionality added to the software is
motivated by at least one test case.

While this is a good start, it is not sufficient. When TDD is used, the
tests are primarily intended to define the behavior of the software as
opposed to evaluate whether the behavior is correct, which is the
traditional role of testing. The literature does not say much about designing
tests to evaluate software. For example, typical test-driven tests score
weakly on even basic code coverage measures such as statement coverage.
A major factor in this weakness is that agile tests tend to focus on happy
paths, that is, behavior that should happen under normal use. These tests
are less likely to traverse confused-user paths, where users make mistakes
and do unusual things, creative-user paths, where users come up with new
ways to use the software, or malicious-user paths, where users try to break
through security barriers or otherwise abuse the software.

Improving the quality of the evaluation of software by applying
coverage criteria to design tests is the main focus of this text. The next
chapter introduces the concept of coverage criteria, and the chapters in Part
IT teach specific coverage criteria that can help testers design very high-
quality tests.

Chapter 4.

1. Chapter 3 contained the program Calc. java. It is available on the
program listings page on the book website.
Calc currently implements one function: it adds two integers. Use
test-driven design to add additional functionality to subtract two
integers, multiply two integers, and divide two integers. First create a
failing test for one of the new functionalities, modify the class until
the test passes, then perform any refactoring needed. Repeat until all
of the required functionality has been added to your new version of
Calc, and all tests pass.
Remember that in TDD, the tests determine the requirements. This
means you must encode decisions such as whether the division
method returns an integer or a floating point number in automated
tests before modifying the software.



Submit printouts of all tests, your final version of Calc, and a
screenshot showing that all tests pass. Most importantly, include a
narrative describing each TDD test created, the changes needed to
make it pass, and any refactoring that was necessary.

2. Set up a continuous integration server. Include version control for
both source code and tests, and populate both with a simple example.
Experiment with “breaking the build,” by either introducing a fault
into the source code or adding a failing test case. Restore the build.

3. Most continuous integration systems offer far more than automated
test execution. Extend the prior exercise so that the continuous
integration server uses additional verification tools such as a code
coverage or static analysis tool.

4. Find a refactoring in some large, existing system. Build tests that
capture the behavior relevant to that part of the system. Refactor, and
then check that the tests still pass.

5. Repair a fault in an existing system. That is, find the code that needs
to change and capture the current behavior with tests. At least one of
these tests must fail, thus demonstrating that you found the fault.
Repair the fault and check that all of your tests now pass.

BIBLIOGRAPHIC NOTES

One of the first serious discussions of problems with software was at a
NATO conference in 1968, where the term “software engineering crisis”
was coined [Naur and Randell, 1968]. The idea that humans are good
approximators but poor perfectionists is a cognitive and usability concept
that is explained in Krug’s book [Krug, 2000].

The overall goals of the agile movement are captured in the Agile
Manifesto [Beck et al., 2001]. The specific material presented here about
the problems with traditional approaches to software engineering is drawn
from Fowler, Ambler, and Koskela. Fowler [Fowler, 2004, Fowler, 2005]
contrasts planning approaches from traditional software engineering with
evolutionary approaches, and discusses the role of design techniques in XP
programming. Ambler [Ambler and Associates, 2004] explores the cost-
of-change curve in traditional and agile approaches. The Koskela
[Koskela, 2008] textbook gives an overview of approaches to TDD, with a
nice discussion of the twin problems of anticipating unneeded change and



needing unanticipated change. Fowler is the first author in the classic text
on refactoring [Fowler et al., 1999].

The Ariane 5 failure report [Lions, 1996] has been extensively discussed
both online and offline. Jazequel and Meyer [Jazequel and Meyer, 1997]
present one of the most cited reviews of the report.

The literature on providing timely feedback to development teams about
the status of their project is moving beyond notifying developers of
existing problems to anticipating such problems; see for example Brun’s
work [Brun et al., 2011].



Criteria-Based Test Design

Abstraction should be used to handle complexity, not to ignore it.

Previous chapters introduced coverage criteria and gave some simple
examples. Now we are ready to define this important concept formally.
This chapter presents the ideas behind criteria in an abstract way,
applicable to all structures. The four chapters in Part II instantiate these
ideas with specific criteria or specific structures and show how they are
used in practice.

COVERAGE CRITERIA DEFINED

It is common to hear testers talk about “complete testing,” “exhaustive
testing,” and “full coverage.” These terms are poorly defined because of a
fundamental theoretical limitation of software. Specifically, the number of
potential inputs for most programs is so large as to be effectively infinite.
Consider a Java compiler—the number of potential inputs to the compiler
is not just all Java programs, or even all almost-correct Java programs, but
all strings. The only limitation is the size of the file that can be read by the
parser. Therefore, the number of inputs is effectively infinite and cannot be
explicitly enumerated.

This is where formal coverage criteria come in. Since we cannot test
with all inputs, coverage criteria are used to decide which test inputs to
use. The rationale behind coverage criteria is that they divide up the input
space to maximize the number of faults found per test case. From a
practical perspective, coverage criteria also provide useful rules for when
to stop testing.

This book defines coverage criteria in terms of test requirements as



introduced in Chapter 2. The basic idea is that we want our tests to have
certain properties, each of which is provided (or not) by at least one test
case.

Definition 5.23 Test Requirement: A test requirement is a specific
element of a software artifact that a test case must satisfy or cover.

This definition is fairly abstract, and more specific versions for
individual structures and criteria will be given in later chapters. Test
requirements usually come in sets, and we use the abbreviation TR to
denote a set of test requirements.

Test requirements can be described with respect to a variety of software
artifacts, including the source code, design components, specification
modeling elements, or even descriptions of the input space. Later in this
book, test requirements will be generated from all of these.

We start with a non-software example. Suppose we are assigned the
enviable task of testing bags of jelly beans. We need to sample from the
bags. Suppose these jelly beans have the following six flavors and come in
four colors: Lemon (colored yellow), Pistachio (green), Cantaloupe
(orange), Pear (white), Tangerine (also orange), and Apricot (also yellow).
A simple approach to testing might be to test one jelly bean of each flavor.
Then we have six test requirements, one for each flavor. We satisfy the test
requirement “Lemon” by selecting and, of course, tasting a Lemon jelly
bean from a bag of jelly beans. The reader might wish to ponder how to
decide, prior to the tasting step, if a yellow jelly bean is Lemon or Apricot.
This is a classic controllability problem from Chapter 3.

As a more software-oriented example, if the goal is to cover all
decisions in the program (branch coverage), then each decision leads to
two test requirements, one for the decision to evaluate to false, and one for
the decision toevaluate to true. If every method must be called at least
once (call coverage), each method leads to one test requirement.

A coverage criterion is simply a recipe for generating test requirements
in a systematic way:

Definition 5.24 Coverage Criterion: A coverage criterion is a rule or
collection of rules that impose test requirements on a test set.

That is, the criterion describes the test requirements in a complete and
unambiguous way. The “flavor criterion” yields a simple strategy for



selecting jelly beans. In this case, the set of test requirements, TR, can be
formally written out as:

TR = {Lemon, Pistachio, Cantaloupe, Pear, Tangerine, Apricot}

Test engineers need to know how good a collection of tests is, so we
measure test sets against a criterion in terms of coverage.

Definition 5.25 Coverage: Given a set of test requirements TR for a
coverage criterion C, a test set T satisfies C if and only if for every
test requirement tr in TR, at least one test t in T exists such that t
satisfies tr.

To continue the example, consider a test set T with 12 beans: {three
Lemon, one Pistachio, two Cantaloupe, one Pear, one Tangerine, four
Apricot} This test set satisfies the “flavor criterion.” Notice that it is
acceptable to satisfy a test requirement with more than one test. If we do
so, however, the test set has unneeded redundancy. Since each test has a
cost, we often prefer to avoid such redundancy. A test set with no
redundancy is called minimal.

Definition 5.26 Minimal Test Set: Given a set of test requirements TR
and a test set T that satisfies all test requirements, T is minimal if
removing any single test from T will cause T to no longer satisfy all
test requirements.

This is different from a minimum test set.

Definition 5.27 Minimum Test Set: Given a set of test requirements
TR and a test set T that satisfies all test requirements, T is minimum if
there is no smaller set of tests that also satisfies all test requirements.

Checking to see if a test set is minimal is fairly easy, and deleting tests
to make the set minimal is straightforward. We can delete two Lemon, one
Cantaloupe, and three Apricot jelly beans to make the above set minimal.
However, finding a minimum test set is much harder. In fact, it is a
generally undecidable problem.

Coverage is important for two reasons. First, it is sometimes expensive
to satisfy a coverage criterion, so we want to compromise by trying to
achieve a certain coverage level.



Definition 5.28 Coverage Level: Given a set of test requirements TR
and a test set T, the coverage level is the ratio of the number of test
requirements satisfied by T to the size of TR.

Second, and more importantly, some requirements cannot be satisfied.
Suppose Tangerine jelly beans are rare (like purple M&Ms); some bags
may not contain any, or it may simply be too difficult to find a Tangerine
bean. In this case, the flavor criterion cannot be 100% satisfied, and the
maximum coverage level possible is 5/6 or 83%. It often makes sense to
drop unsatisfiable test requirements from the set TR, or to replace them
with less stringent test requirements.

Test requirements that cannot be satisfied are called infeasible.
Formally, no test case values exist that meet the test requirements.
Examples for specific software criteria will be shown throughout the book,
but some may already be familiar. Dead code results in infeasible test
requirements because the statements cannot be reached. The detection of
infeasible test requirements is formally undecidable for most coverage
criteria, and even though researchers try to find partial solutions, they have
had only limited success. Thus, 100% coverage is impossible in practice.

Coverage criteria are traditionally used in one of two methods. One is to
directly generate test case values to satisfy the criterion. This method is
often assumed by the research community and is the most direct way to
use criteria. It is also very hard in some cases, particularly if we do not
have enough automated tools to support test case value generation. The
other method is to generate test case values externally (by hand or using a
pseudo-random tool, for example) and then measure the tests against the
criterion in terms of their coverage. This method is often favored by
industry practitioners, because generating tests to directly satisfy the
criterion is too hard. Unfortunately, this use is sometimes misleading. If
our tests do not reach 100% coverage, what does that mean? We really
have no data on how much, say, 99% coverage is worse than 100%
coverage, or 90%, or even 75%. Because of this use of criteria to evaluate
existing test sets, coverage criteria are sometimes called metrics.

This distinction actually has a strong theoretical basis. A generator is a
procedure that automatically generates values to satisfy a criterion, and a
recognizer is a procedure that decides whether a set of test case values
satisfies a criterion. Theoretically, both problems are provably undecidable
in the general case for most criteria. In practice, however, it is possible to



recognize whether test cases satisfy a criterion far more often than it is
possible to generate tests that satisfy the criterion. The primary problem
with recognition is infeasible test requirements; if no infeasible test
requirements are present then the problem becomes decidable.

In practical terms of commercial automated test tools, a generator
corresponds to a tool that automatically creates test case values. A
recognizer is a coverage analysis tool. Coverage analysis tools are quite
plentiful, both as commercial products and freeware.

It is important to appreciate that the set TR depends on the specific
artifact under test. In the jelly bean example, the test requirement color =
purple does not make sense because we assumed that the factory does not
make purple jelly beans. In the software context, consider statement
coverage. The test requirement “Execute statement 42” makes sense only
if the program under test has a statement 42. A good way to think of this
issue is that the test engineer starts with a software artifact and then
chooses a particular coverage criterion. Combining the artifact with the
criterion yields the specific set TR that is relevant to the test engineer’s
task.

Coverage criteria are often related to one another, and compared in
terms of subsumption. Recall that the “flavor criterion” requires that every
flavor be tried once. We could also define a “color criterion,” which
requires that we try one jelly bean of each color {yellow, green, orange,
white}. If we satisfy the flavor criterion, then we have also implicitly
satisfied the color criterion. This is the essence of subsumption; that
satisfying one criterion will guarantee that another one is satisfied.

Definition 5.29 Criteria Subsumption: A coverage criterion C;
subsumes C, if and only if every test set that satisfies criterion C; also
satisfies C,.

Note that this has to be true for every test set, not just some sets.
Subsumption has a strong similarity with set subset relationships, but it is
not exactly the same. Generally, a criterion C; can subsume another C, in
one of two ways. The simpler way is if the test requirements for C; always
form a superset of the requirements for C,. For example, another jelly bean
criterion may be to try all flavors whose name begins with the letter ‘P’.
This would result in the test requirements {Pistachio, Pear}, which is a
subset of the requirements for the flavor criterion:{Lemon, Pistachio,



Cantaloupe, Pear, Tangerine, Apricot}. Thus, the flavor criterion
subsumes the “starts-with-P” criterion.

The relationship between the flavor and the color criteria illustrate the
other way that subsumption can be shown. Since every flavor has a
specific color, and every color is represented by at least one flavor, if we
satisfy the flavor criterion we will also satisfy the color criterion.
Formally, a many-to-one mapping exists between the requirements for the
flavor criterion and the requirements for the color criterion. Thus, the
flavor criterion subsumesthe color criterion. (If a one-to-one mapping
exists between requirements from two criteria, then they would subsume
each other.)

For a more realistic software-oriented example, consider branch and
statement coverage. (These should already be familiar, at least intuitively,
and will be defined formally in Chapter 7.) If a test set has covered every
branch in a program (satisfied branch coverage), then the test set is
guaranteed to have covered every statement as well. Thus, the branch
coverage criterion subsumes the statement coverage criterion. We will
return to subsumption with more rigor and more examples in later
chapters.

INFEASIBILITY AND SUBSUMPTION

A subtle relationship exists between infeasibility and subsumption.
Specifically, sometimes a criterion C; will subsume another criterion C, if

and only if all test requirements are feasible. If some test requirements in
C, are infeasible, however, C; may not subsume C,.

Infeasible test requirements are common and occur quite naturally.
Suppose we partition the jelly beans into Fruits and Nuts'. Now, consider
the Interaction Criterion, where each flavor of bean is sampled in
conjunction with some other flavor in the same block. Such a criterion has
a useful counterpart in software when feature interactions need to be
tested. So, for example, we might try Lemon with Pear or Tangerine, but
we would not try Lemon with itself or with Pistachio. We might think that
the Interaction Criterion subsumes the Flavor criterion, since every flavor
is tried in conjunction with some other flavor. Unfortunately, in our
example, Pistachio is the only member of the Nuts block, and hence the
test requirement to try it with some other flavor in the Nuts block is



infeasible.

One possible strategy to reestablish subsumption is to replace each
infeasible test requirement for the Interaction Criterion with the
corresponding one from the Flavor criterion. In this example, we would
simply taste Pistachio jelly beans by themselves. In general, it is desirable
to define coverage criteria so that they are robust with respect to
subsumption in the face of infeasible test requirements. This is not
commonly done in the older testing literature, but this book modifies many
criteria definitions to do so.

That said, this problem is mainly theoretical and should not overly
concern practical testers. Theoretically, sometimes a coverage criterion C;

will subsume another C, if we assume that C; has no infeasible test
requirements. However, if C; creates an infeasible test requirement for a
program, a test set that satisfies C; while skipping the infeasible test
requirements might also “skip” some test requirements from C, that could
be satisfied. In practice, only a few test requirements for C; are infeasible

for any program, and if some are, it is often true that corresponding test
requirements in C, will also be infeasible. If not, the few test cases that are

lost will probably make at most a small difference in the test results.

ADVANTAGES OF USING COVERAGE CRITERIA

Using coverage criteria to design tests has several significant advantages.
Traditional software testing is expensive and labor-intensive. Formal
coverage criteria are used to decide which test inputs to use, making it
more likely that the testers will find problems.

Because they carve the input space into logical areas, coverage criteria
can yield fewer tests than human-based approaches and yet be more
effective at finding faults. This same divide-and-conquer approach means
the test set is comprehensive but has a minimal overlap in terms of fault
revealing capabilities. Criteria are also explicitly derived from specific
software artifacts, thus we get built-in traceability. This means the “why”
for each test is automatically answered and the traceability provides
support for regression testing. Another huge advantage is that criteria
naturally provide “stopping rules” for testing. We know in advance how
many tests will be needed, management can more accurately calculate the



cost of testing, and testers can provide accurate estimates for when they
will complete testing. Finally, it is natural to automate the use of test
criteria. Much of the task is assembling information and using that
information to design and construct tests, jobs that computers excel at.

That is, test criteria makes testing more efficient and effective. As
discussed in the Bibliographic Notes of this chapter, researchers have
found that satisfying coverage helps testers find faults, and that satisfying
stronger coverage criteria will help testers find more faults. Ultimately, the
use of test criteria provides greater assurance that the software is of high
quality and reliability.

Given the above discussion, an interesting question is “what makes a
coverage criterion good?” No definitive answers exist to this question,
which may be why so many coverage criteria have been developed.
However, three important issues can affect the use of coverage criteria.

1. The difficulty of computing test requirements
2. The difficulty of generating tests
3. How well the tests reveal faults

Subsumption is at best a very rough way to compare criteria. Our
intuition may tell us that if one criterion subsumes another, then it should
reveal more faults. However, no theoretical guarantee exists and the
experimental studies have had mixed results. Nevertheless, the research
community has reasonably wide agreement on relationships among some
criteria. The difficulty of computing test requirements will depend on the
artifact being used as well as the criterion. The fact that the difficulty of
generating tests can be directly related to how well the tests reveal faults
should not be surprising. A software tester must strive for balance and
choose criteria that have the right cost / benefit tradeoffs for the software
under test.

All of the ideas in the five chapters in Part I are used in the software
industry, although some are used much more widely than others. The
adoption of these ideas has resulted in some useful experience. To fully
apply the MDTD process we often must reorganize test and QA teams to
make effective use of individual abilities. It requires a lot of knowledge
and skills to use test criteria to design testers, however the MDTD process
allows one expert on the criteria to provide designs that can be then turned
into automated testers by many testers who are not criteria experts. We
have also found that applying these ideas requires some retraining for the



test and QA teams. They need to learn a new process and they need to
learn additional testing concepts.

Industry can reduce the cost of this transition by influencing research
and education. For example, it is possible to encourage researchers to
embed and isolate the theoretical ideas into tools and processes. An
example can be taken from programming—a programmer does not need to
understand how parsing works to use a compiler or an IDE. Why should a
tester need to understand the theory behind the criteria to use a software
testing tool? A very effective way to influence educational strategies is to
join industrial advisory boards, which are common among computer
science and software engineering programs.

NEXT UP

Part IT contains four chapters, one for each of the four structures discussed
in Chapter 2. Test criteria are defined oneach of the four structures in turn.
The ordering is based on the RIPR model in Chapter 2. Chapter 6 uses the
input domain, which is defined in terms of sets. The criteria are used to
explore the input domain and do not explicitly satisfy any of the RIPR
conditions. Chapter 7 uses graphs, and the criteria require tests to “get to”
specific nodes, edges, or paths in the graph, thus satisfying reachability.
Chapter 8 uses logic expressions to go one step further in the RIPR model.
The criteria require tests to explore various truth assignments to the logic
expressions, thus requiring that the tests not only reach the logic
expressions, but also infect the state of the program. Finally, Chapter 9
uses grammars to go even deeper. Grammar-based tests not only must
reach locations and infect the program state, but also propagate the
infection to external behavior. Thus, in some sense, the next four chapters
teach successively deeper ways to test software. The last ‘R, ’
revealability, is of course associated with the automated version of a test
and so is independent of the criterion used.

Chapter 5.

1. Suppose that coverage criterion C; subsumes coverage criterion C,.



Further suppose that test set T, satisfies C; on program P, and test set
T, satisfies C,, also on P.

(@) Does T; necessarily satisfy C,? Explain.

(b) Does T, necessarily satisfy C;? Explain.

(c) If P contains a fault, and T, reveals the fault, T; does not

necessarily also reveal the fault. Explain.?
2. How else could we compare test criteria besides subsumption?

BIBLIOGRAPHIC NOTES

A key question about coverage criteria is whether satisfaction of a given
criterion implies detection of actual faults. Addressing this question
requires careful empirical work; in the context of mutation testing, Namin
and Kakarla [Namin and Kakarla, 2011] showed that such experiments are
easily biased by a wide range of threats to validity. Nonetheless, an
experiment by Daran and Thévenod-Fosse [Daran and Thévenod-Fosse,
1996] and a larger one by Andrews et al. [Andrews et al., 2006] suggested
a strong positive correlation between the mutation score of a test set and
the degree to which that test set detected actual faults. Just et al. [Just et
al., 2014] confirmed these suggestions by first showing a strong relation
between coverage satisfaction and fault detection, and then going even
further by showing that moving from node (statement) coverage to edge
(branch) coverage increased fault detection power, and moving from edge
to mutation coverage increased fault detection power even more. Taken
together, these studies provide the community with confidence that
coverage is a valid proxy for fault detection. Further, the study
demonstrates that not only do effective tests have to reach code, they also
have to force something interesting to happen downstream. This amounts
to an empirical confirmation of the importance of the RIPR model
described in Chapter 2.

One of the first discussions of infeasibility from other than a purely
theoretical view was by Frankl and Weyuker [Frankl and Weyuker, 1988].
The problem was shown to be undecidable by Goldberg et al. [Goldberg et
al., 1994] and by DeMillo and Offutt [DeMillo and Offutt, 1991]. Some
partial solutions have been presented [Gallagher et al., 2007, Goldberg et
al., 1994, Jasper et al., 1994, Offutt and Pan, 1997].



Budd and Angluin [Budd and Angluin, 1982] analyzed the theoretical
distinctions between generators and recognizers from a testing viewpoint.
They showed that both problems are formally undecidable, and discussed
tradeoffs in approximating the two.

Subsumption has been widely used as a way to analytically compare
testing techniques. We follow Weiss [Weiss, 1989] and Frankl and
Weyuker [Frankl and Weyuker, 1988] for our definition of subsumption,
although Frankl and Weyuker used the term includes. The term
subsumption was originally defined as follows by Clarke et al.: A criterion
C, subsumes a criterion G, if and only if every set of execution paths P

that satisfies C; also satisfies C, [Clarke et al., 1985]. The term

subsumption is currently the more widely used and the two definitions are
equivalent; this book follows Weiss’s [Weiss, 1989] suggestion to use the
term subsumes to refer to Frankl and Weyuker’s definition.

1 The reader might wonder whether we need an Other category to ensure that we
have a partition. In our example, we are ok, but in general, one would need such
a category to handle jelly beans such as Potato, Spinach, or Earwax.

2 Correctly answering this question goes a long way towards understanding the
weakness of the subsumption relation.
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Input Space Partitioning

Engineers take ideas invented by quick thinkers and build products for slow
thinkers.

In a very fundamental way, all testing is about choosing elements from the
input space of the software being tested. Input space partitioning takes the
view that we can directly divide the input space according to logical
partitionings of the inputs. The four chapters in Part II are based on the
four structures defined in Chapter 5 and are ordered to reflect the RIPR
model of Chapter 2. Input space partitioning teaches test design in a way
that is independent of the RIPR model-we only use the input space of the
software under test. The next chapter is on graphs, and the criteria ensure
reachability. Using logic expressions to generate tests (Chapter 8) ensures
infection, and mutation analysis (Chapter 9) ensures propagation.

The input domain is defined in terms of the possible values that the
input parameters can have. The input parameters can be method
parameters and non-local variables (in unit testing), objects representing
current state (in class or integration testing), or user-level inputs to a
program (in system testing), depending on what kind of software artifact is
being analyzed. The input domain is then partitioned into regions that are
assumed to contain equally useful values from a testing perspective, and
values are selected from each region.

This way of testing has several advantages. It is fairly easy to get started
because it can be applied with no automation and very little training. The
tester does not need to understand the implementation; everything is based
on a description of the inputs. It is also simple to “tune” the technique to
get more or fewer tests.

Consider an abstract partition g over some domain D. The partition g
defines a set of equivalence classes, which we simply call blocks, Bql.



Together the blocks are complete, that is they do not miss any elements of
D:

| Jo =D

bE B,

and the blocks are pairwise disjoint, that is no element of D is in more than
one block :

b by = 0, i j; bbby € By

This is illustrated in Figure 6.1. The input domain D is partitioned into
three blocks, by, b,, and b;. The partition defines the values contained in

each block and is usually designed using knowledge of what the software
is supposed to do.

Input Domain D

Figure 6.1. Partitioning of input domain D into three blocks.

The underlying assumption of partition coverage is that any test in a
block is as good as any other for testing. Several partitions are sometimes
considered together, which, if not done carefully, leads to a combinatorial
explosion of test cases.

A common way to apply input space partitioning is to start by
considering the domain of each parameter separately, partitioning each
domain’s possible values into blocks, and then combining the blocks for
each parameter. Sometimes the parameters are considered completely
independently, and sometimes they are considered in conjunction with
each other, usually by taking the semantics of the program into account.
This process is called input domain modeling and is discussed in the next
section.

Each partition is usually based on some characteristic C of the program,
the program’s inputs, or the program’s environment. Some possible
characteristic examples are:

Input X is null



Order of file F (sorted, inverse sorted, arbitrary)
Min separation distance of two aircraft
Input device (DVD, CD, VCR, computer, ...)

Each characteristic C allows the tester to define a partition. Formally, a
partition must satisfy the two properties identified earlier:

1. The partition must cover the entire domain (completeness)
2. The blocks must not overlap (disjoint)

As an example, consider the characteristic “order of file F” mentioned
above. This could be used to create the following (defective) partitioning:

Order of file F
- by = Sorted in ascending order

- b, = Sorted in descending order
- by = Arbitrary order

However, this is not a valid partitioning. Specifically, a file of length 0 or
1 belongs in all three blocks. That is, the blocks are not disjoint. The
easiest strategy to address this problem is to make sure that each
characteristic addresses only one property. The problem above is that the
notions of being sorted into ascending order and being sorted into
descending order are lumped into the same characteristic. Splitting into
two characteristics, namely sorted ascending and sorted descending, solves
the problem. The result is the following (valid) partitioning of two
characteristics.

File F sorted ascending
- by = True
- b, = False

File F sorted descending
- by = True
- b, = False

With these blocks, files of length 0 or 1 are in the True block for both
characteristics.
The completeness and disjointness properties are formalized for



pragmatic reasons, and not just to be mathematically fashionable. Two
very different tasks are at the heart of testing with an input domain model:
First, modeling the input domain, that is, choosing characteristics and
partitions, and second, combining partitions into tests, that is, choosing a
coverage criterion. It is extremely important to keep these tasks separate.
An input domain model that prematurely encodes combination decisions is
unnecessarily complex, and the resulting tests will almost certainly not
reflect the combinations demanded by the coverage criterion. Fortunately,
verifying the mathematical properties of completeness and disjointness
help the test engineer separate these two tasks. That is, mixing these two
tasks is the most common reason for partitions that are incomplete or have
overlap. Conversely, characteristics with complete and pairwise-disjoint
partitions generally are free of (inappropriate) combination decisions. In
short, the mathematical checks guide the test engineer into making the
right decisions. The rest of this chapter assumes that the partitions are both
complete and disjoint.

INPUT DOMAIN MODELING

The first step in input domain modeling is to identify testable functions.
Below is a signature for a method, triang (), that classifies triangles
based on the lengths of the three sides. Source code for the class
TriangleType (which contains the triang () method) is available on
the book website, although we will not need it for this running example.
The signature is enough.

public enum Triangle {5calene, Isosceles, Equilateral, Invalid}

public static Triangle triang (int 5idel, int Side2, int Side3)

// Sidel, 5ide2, and Side3 represent the lengths of the sides of a triangle.
{/ Beturns the appropriate enum value

Method triang () clearly has only one testable function with three
parameters, which is common in unit testing. Finding the testable functions
is more complex for Java class APIs. Each public method is typically a
testable function that should be tested individually. However, the
characteristics are often the same for several methods, so it helps to
develop a common set of characteristics for the entire class and then



develop specific tests for each method. Finally, large systems are certainly
amenable to the input space partition approach, and such systems often
supply complex functionality. Modeling artifacts such as UML use cases
can be used to identify testable functions. Each use case is associated with
a specific intended functionality of the system, so it is very likely that the
use case designers have useful characteristics in mind that are relevant to
developing test cases. For example, a “withdrawal” use case for an ATM
identifies “withdrawing cash” as a testable function. Further, it suggests
useful characteristics such as “Is Card Valid?” and “Relation of
Withdrawal Policy to Withdrawal Request.”

The second step is to identify all of the parameters that can affect the
behavior of a given testable function. This step isn’t particularly creative,
but it is important to carry it out completely. In the simple case of testing a
stateless method, the parameters are simply the formal parameters to the
method. If the method has state, which is common in many object-oriented
classes, then the state must be included as a parameter. For example, the
add (E e) method for a binary tree class such as Java’s TreeSet
behaves differently depending on whether or not e is already in the tree.
Hence, the current state of the tree needs to be explicitly identified as a
parameter to the add () method. In a slightly more complex example, a
method find (String str) that finds the location of str in a file
depends, obviously, on the file being searched. Hence, the test engineer
explicitly identifies the file as a parameter to the find () method.
Together, all of the parameters form the input domain of the function
under test.

The third step, and the key creative engineering step, is modeling the
input domain articulated in the prior step. An input domain model (IDM)
represents the input space of the system under test in an abstract way. A
test engineer describes the structure of the input domain in terms of input
characteristics. The test engineer creates a partition for each
characteristic. The partition is a set of blocks, each of which contains a set
of values. From the perspective of that particular characteristic, all values
in each block are considered equivalent.

A test input is a tuple of values, one for each parameter. By definition,
the test input uses exactly one block from each characteristic. Thus, if we
have even a modest number of characteristics, the number of possible
combinations may be infeasible. In particular, adding another
characteristic with n blocks increases the number of combinations by a



factor of n. Hence, controlling the total number of combinations is a key
feature of any practical approach to input domain testing. In our view, this
is the job of the coverage criteria, which we address in Section 6.2.

Different testers will come up with different models, depending on
creativity and experience. These differences create a potential for variance
in the quality of the resulting tests. The structured method to support input
domain modeling presented in this chapter can decrease this variance and
increase the overall quality of the IDM.

Once the IDM is built and values are identified, some combinations of
the values may be invalid. The IDM must include information to help the
tester identify and avoid or remove invalid sub-combinations. The model
needs a way to represent these restrictions. Constraints are discussed
further in Section 6.3.

The next section provides two different approaches to input domain
modeling. The interface-based approach develops characteristics directly
from input parameters to the program under test. The functionality-based
approach develops characteristics from a functional or behavioral view of
the program under test. The tester must choose which approach to use.
Once the IDM is developed, several coverage criteria are available to
decide which combinations of values to use to test the software. These are
discussed in Section 6.2.

Interface-Based Input Domain Modeling

The interface-based approach considers each parameter separately. This
approach is almost mechanical to follow, but the resulting tests are usually
quite good.

An obvious strength of using the interface-based approach is that it is
easy to identify characteristics. The fact that each characteristic limits
itself to a single parameter also makes it easy to translate the abstract tests
into executable test cases.

A weakness of this approach is that not all the information available to
the test engineer will be reflected in the interface domain model. This
means that the IDM may be incomplete and hence additional
characteristics are needed.

Another weakness is that some parts of the functionality may depend on
combinations of specific values of several interface parameters. In the



interface-based approach each parameter is analyzed in isolation with the
effect that important sub-combinations may be missed.

Again, consider the triang () method. Its three integer parameters
represent the lengths of three sides of a triangle. In an interface-based
IDM, Sidel will have a number of characteristics, as will Side2 and
Side3. Since the three variables are all of the same type, the interface-
based characteristics for each will likely be identical. For example, since
Sidel is an integer, and zero is often a special value for integers,
Relation of Sidel to =zero is a reasonable interface-based
characteristic.

Functionality-Based Input Domain Modeling

The idea of the functionality-based approach is to identify characteristics
that correspond to the intended behavior, or functionality, of the system
under test rather than using the actual interface. This allows the tester to
incorporate some semantics or domain knowledge into the IDM.

Some members of the community believe that a functionality-based
approach yields better test cases than the interface-based approach because
the input domain models include more semantic information. Transferring
more semantic information from the specification to the IDM makes it
more likely to generate expected results for the test cases, an important
goal.

Another important strength of the functionality-based approach is that
the requirements are available before the software is implemented. This
means that input domain modeling and test case generation can start early
in development.

In the functionality-based approach, identifying characteristics and
values may be far from trivial. If the system is large and complex, or the
specifications are informal and incomplete, it can be very hard to design
reasonable characteristics. The next subsection gives practical suggestions
for designingcharacteristics.

The functionality-based approach also makes it harder to generate tests.
The characteristics of the IDM often do not map to single parameters of
the software interface. Translating the values into executable test cases is
harder because constraints of a single IDM characteristic may affect
multiple parameters in the interface.



Returning to the triang () method, a functionality-based approach
will recognize that instead of simply three integers, the input to the method
is a triangle. This leads to the characteristic of a triangle, which can be
partitioned into different types of triangles (as discussed below).

Designing Characteristics

Designing characteristics in an interface-based approach is simple. There
is a mechanical translation from the parameters to characteristics.
Developing a functionality-based IDM is more challenging.

Preconditions are excellent sources for functionality-based
characteristics. They may be explicit or encoded in the software as
exceptional behaviors. Preconditions explicitly separate defined (or
normal) behavior from undefined (or exceptional) behavior. For example,
if a method choose () is supposed to select a value, it needs a
precondition that a value must be available to select. A characteristic may
be whether the value is available or not.

Postconditions are also good sources for characteristics. For the
triang () method, the different kinds of triangles are based on the
postcondition of the method.

The test engineer should also look for other relationships between
variables. These may be explicit or implicit. For example, a curious test
engineer given a method m () with two object parameters x and y might
wonder what happens if x and y point to the same object (aliasing), or to
logically equal objects. This is a form of stress testing.

Another possible idea is to check for missing factors, that is, factors that
may impact the execution but do not have an associated IDM parameter.

Characteristics with few blocks are more likely to satisfy the
disjointness and completeness properties. For this reason, it is often better
to have many characteristics with few blocks than the inverse.

Generally, it is preferable for the test engineer to use specifications or
other documentation instead of program code to develop characteristics.
The idea is that the tester should apply input space partitioning by using
domain knowledge about the problem, not the implementation. However,
in practice, the code may be all that is available. Overall, the more
semantic information the test engineer can incorporate into characteristics,
the better the resulting test set is likely to be.



The two approaches generally result in different IDM characteristics.
The following method illustrates this difference:

public boolean findElement (List list, Object element)
// Effects: if list or element is null throw NullPointerEzception
ff else retums true if element 15 in the list, false otherwise

If the interface-based approach is used, the IDM will have
characteristics for 1ist and characteristics for element. For example,

here are two interface-based characteristics for 1ist, including blocks
and values, which are discussed in detail in the next section:

Characteristic b, b,
list isnull True False
1ist is empty True False

The functionality-based approach results in more complex IDM
characteristics. As mentioned earlier, the functionality-based approach
requires more thinking on the part of the test engineer, but can result in
better tests. Two possibilities for the example are listed below, again
including blocks and values.

Characteristic b, b, b,
Number of occurrences of element in More
. 0 1
list than 1
element occurs firstin 1ist True |False
element occurs lastin 1ist True |False

Choosing Blocks and Values

After choosing characteristics, the test engineer partitions the domains of
the characteristics into sets of values called blocks. A key issue in any
partition approach is how partitions should be identified and how
representative values should be selected from each block. This is another
creative design step that allows the tester to tune the test process. More
blocks will result in more tests, requiring more resources but possibly
finding more faults. Fewer blocks will result in fewer tests, saving



resources but possibly reducing test effectiveness. Several general
strategies for partitioning characteristics into blocks are given below. For
any given characteristic one or two strategies are likely to be applicable.

Valid vs. invalid values: Every partition must allow all values,
whether valid or invalid. (This is simply a restatement of the
completeness property.)

Sub-partition: A range of valid values can often be partitioned into
sub-partitions, such that each sub-partition exercises a somewhat
different part of the functionality.

Boundaries: Values at or close to boundaries often cause problems.
This is a form of stress testing.

Normal use (happy path) : If the operational profile focuses heavily on
“normal use,” the failure rate depends on values that are not boundary
conditions.

Enumerated types: A partition where blocks are a discrete,
enumerated set often makes sense. The triangle example uses this
approach.

Balance: From a cost perspective, it may be cheap or even free to add
more blocks to characteristics that have fewer blocks. In Section 6.2,
we will see that the number of tests sometimes depends on the
characteristic with the maximum number of blocks.

Missing blocks: Check that the union of all blocks of a characteristic
completely covers the input space of that characteristic.

Overlapping blocks: Check that no value belongs to more than one
block.

Special values can often be used. For a Java reference variable (that is, a
pointer), null is typically a special case that needs to be treated
differently from non null values. If the reference is to a container
structure such as a Set or List, then whether the container is empty or
not is often a useful characteristic.

Again consider the triang () method. It has three integer parameters
that represent the lengths of three sides of a triangle. One common
partitioning for an integer variable considers the relation of the variable’s
value to some special value in the testable function’s domain, such as zero.

Table 6.1 shows a partitioning for the interface-based IDM for the
triang () method. It has three characteristics, q;, g5, and g;. The first



row in the table should be read as “Block q;.b; is that Side 1 is greater than
zero,” “Block q;.b, is that Side 1 is equal to zero,” and “Block q;.b5 is that
Side 1 is less than zero.”

Table 6.1. First partitioning of triang () ’s inputs (interface-based).

Partition b1 b2 b3
g1 = “Relation of Side 1 to 0” greater than 0  |equalto 0 |less than 0
g = “Relation of Side 2 to 0” greater than 0  |equal to 0 |less than 0
q3 = “Relation of Side 3t0 0”  |greater than 0  |equal to 0 |less than 0

Consider the characteristic g; for Side 1. If one value is chosen from

each block, the result is three tests. For example, we might choose Side 1
to have the value 7 in test 1, O in test 2, and -3 in test 3. Of course, we also
need values for Side 2 and Side 3 of the triangle to complete the test case
values. Notice that some of the blocks represent valid triangles and some
represent invalid triangles. For example, no valid triangle can have a side
of negative length.

It is easy to refine this categorization to get more fine-grained testing if
the budget allows. For example, more blocks can be created by separating
inputs with value 1. This decision leads to a partitioning with four blocks,
as shown in Table 6.2.

Table 6.2. Second partitioning of triang () ’s inputs (interface-based).

Partition by b by by
g1 = “Length of Side 1" | greater than 1 | equal to 1 | equal to O | less than O
g» = “Length of Side 2" | greater than 1 | equal to 1 | equal to O | less than O
g3 = “Length of Side 3" | greater than 1 | equal to 1 | egual to O | less than O

Notice that if the value for Side 1 were floating point rather than integer,
the second categorization would net yield valid partitions. None of the
blocks would include values between 0 and 1 (non-inclusive), so the
blocks would not cover the domain (not be complete). However, the
domain D contains integers so the partitions are valid.

While partitioning, it is often useful for the tester to identify candidate
values for each block to be used in testing. The reason to identify values
now is that choosing specific values can help the test engineer think more



concretely about the predicates that describe each block. While these
values may not prove sufficient when refining test requirements to test
cases, they do form a good starting point. Table 6.3 shows values that can
satisfy the second partitioning.

Table 6.3. Possible values for blocks in the second partitioning in Table 6.2.

Parameter by by by by

Side 1 211 (0 |1
Side 2 211 (0 |1
Side 3 211 (0 |1

The above partitioning is interface-based and only uses syntactic
information about the program (it has three integer inputs). A
functionality-based approach can use the semantic information of the
traditional geometric classification of triangles, as shown in Table 6.4.

Table 6.4. Geometric partitioning of triang () ’s inputs (functionality-based).

Partition lfl‘l 1,.1‘2 b]. b_|
gy = “Geometric Classification™ | scalens | isosceles | equilateral | invalid

Of course, the tester has to know what makes a triangle scalene,
equilateral, isosceles, and invalid to choose possible values (this may be
middle school geometry, but many of us have probably forgotten). An
equilateral triangle is one in which all sides are the same length. An
isosceles triangle is one in which at least two sides are the same length. A
scalene triangle is any other valid triangle. This brings up a subtle problem
—Table 6.4 does not form a valid partitioning. An equilateral triangle is
also isosceles, thus we must first correct the partitions, as shown in Table
6.5.

Table 6.5. Correct geometric partitioning of triang () ’s inputs (functionality-
based).

Partition bl bz b_‘q b-i

g = “Geometric Classification” | scalene | isosceles, not | equilateral | invalid

equilateral




Now values for Table 6.5 can be chosen as shown in Table 6.6. The
triplets represent the three sides of the triangle.

Table 6.6. Possible values for blocks in geometric partitioning in Table 6.5.

Param b, by ba by
Triangle | (4,5.6) | (3,3.4) | (3,3,3) | 3,4,8)

A different approach to the equilateral/isosceles problem above is to
break the characteristic GeometricPartitioning into four separate
characteristics, namely Scalene, Isosceles, Equilateral, and
Valid. The partition for each of these characteristics is boolean, and the
fact that choosing Equilateral = true also means choosing
Isosceles = true is then simply a constraint. We recommend such
an approach for this example: It invariably satisfies the disjointness and
completeness properties.

Checking the Input Domain Model

It is important to check the input domain model. In terms of
characteristics, the test engineer should ask whether any information about
how the function behaves is not incorporated in some characteristic. This
is necessarily an informal process.

The tester should also explicitly check each characteristic for the
completeness and disjointness properties. The purpose of this check is to
make sure that, for each characteristic, not only do the blocks cover the
complete input space, but selecting a particular block implies excluding all
other blocks in that characteristic.

If multiple IDMs are used, completeness should be relative to the
portion of the input domain that is modeled in each IDM. When the tester
is satisfied with the characteristics and their blocks, it is time to choose
which combinations of values to test with and identify constraints among
the blocks.



Section 6.1.

1. Return to the example at the beginning of the chapter of the two
characteristics “File F sorted ascending” and “File F sorted
descending.” Each characteristic has two blocks. Give test case values
for all four combinations of these two characteristics.

2. A tester defined three characteristics based on the input parameter
car: Where Made, Energy Source, and Size. The following
partitionings for these characteristics have at least two mistakes.
Correct them.

Where Made
North America Europe Asia
Energy Source
gas electric hybrid
Size
2-door 4-door hatch back

3. Answer the following questions for the method search () below:

public static int search (List list, Object element)

// Effects: if list or element is null throw NullPeinterException
St else if element is in the list, retum an index

J/ of element in the list; else retum -1

Jf for example, search ([3,3,1], 3) =either O or 1

i search ([1,7,5], 2) = -1

Base your answer on the following characteristic partitioning:

Characteristic: Location of element in list
Block 1: element is first entry in list
Block 2: element is last entry in list
Block 3: element is in some position other than first or last

(a) “Location of element in list” fails the disjointness property. Give
an example that illustrates this.

(b) “Location of element in list” fails the completeness property.
Give an example that illustrates this.



(c) Supply one or more new partitions that capture the intent of
“Location of element in list” but do not suffer from
completeness or disjointness problems.

4. Derive input space partitioning test inputs for the GenericStack
class assuming the following method signatures:

public GenericStack ()
public void push (Object X);
public Object pop ()

public boolean isEmpty ()

Assume the usual semantics for the GenericStack. Try to keep

your partitioning simple and choose a small number of partitions and

blocks.

(a) List all of the input variables, including the state variables.

(b) Define characteristics of the input variables. Make sure you
cover all input variables.

(c) Define characteristics of inputs.

(d) Partition the characteristics into blocks.

(e) Define values for each block.

5. Consider the problem of searching for a pattern string in a subject
string. One possible implementation with a specification is on the
book website; PatternIndex.java. This version has an
incomplete specification—and a good interface-based input domain
model should single out the problematic input! Assignment: find the
problematic input, complete the specification, and revise the
implementation to match the revised specification.

COMBINATION STRATEGIES CRITERIA

The discussion in Section 6.1 skips an important question: “How should
we consider multiple partitions at the same time?” This is the same as
asking “What combination of blocks should we choose values from?” For
example, we might wish to require a test case that satisfies block 1 from g,

and block 3 from q;. The most obvious choice is to choose all

combinations. However, using all combinations will be impractical when
more than two or three partitions are defined.



CRITERION 6.1 All Combinations Coverage (ACoC): All combinations
of blocks from all characteristics must be used.

For example, if we have three partitions with blocks [A, B], [1, 2, 3],
and [x, y], then ACoC will need the following twelve tests:

(A: 1’ X) (B, 1, X)
(A, 1,y) B, 1,y)
(A, 2, x) (B, 2, x)
(A, 2,y) B, 2,y)
(A, 3,x) (B, 3, X)
(A, 3,Y) B, 3,y)

A test set that satisfies ACoC will have a unique test for each
combination of blocks for each partition. The number of tests is the

product of the number of blocks for each partition: ] ;—;9(B;).
If we use a four block partition similar to g, for each of the three sides

of the triangle, ACoC requires 4 * 4 * 4 = 64 tests.

This is almost certainly more testing than is necessary, and will usually
be economically impractical as well. Thus, we must use some sort of
coverage criterion to choose which combinations of blocks to pick values
from.

The first, fundamental, assumption is that different choices of values
from the same block are equivalent from a testing perspective. That is, we
need to use only one value from each block. Several combination
strategies exist, which result in a collection of useful criteria. These
combination strategies are illustrated with the triang () example, using
the second categorization given in Table 6.2 and the values fromTable 6.3.

The first combination strategy criterion is fairly straightforward and
simply requires that we try each choice at least once.

CrITERION 6.2 Each Choice Coverage (ECC): One value from each
block for each characteristic must be used in at least one test case.

Given the above example of three partitions with blocks [A, B], [1, 2,
3], and [x, y], ECC can be satisfied in many ways, including the three tests
(A, 1,x), (B, 2,y), and (A, 3, X).



Assume the program under test has Q characteristics qy, qy, - .., 4o, and
each characteristic g; has B; blocks. Then a test set that satisfies ECC will
have at least Max;_,?B; values. The maximum number of blocks for the
partitions for triang () is four, thus ECC requires at least four tests.

This criterion can be satisfied on triang () by choosing the tests {(2,
2,2),(1,1,1),(0,0,0), (-1, -1, -1)} fromTable 6.3. It does not take much
thought to conclude that these are not very effective tests for this program.
ECC leaves a lot of flexibility to the tester in terms of how to combine the
test values, so it can be called a relatively “weak” criterion.

The weakness of ECC can be expressed as not requiring values to be
combined with other values. A natural next step is to require explicit
combinations of values, called pair-wise.

CRITERION 6.3 Pair-Wise Coverage (PWC): A value from each block for
each characteristic must be combined with a value from every block for
each other characteristic.

Given the above example of three partitions with blocks [A, B], [1, 2,
3], and [x, y], then PWC will need tests to cover the following 16
combinations:

(A, 1) (B, 1) (1, x)
(A, 2) (B, 2) (1, y)
(A, 3) (B, 3) (2, X)
(A, x) (B, x) 2,y)
(A,y) B, y) (3, %)

3, y)

PWC allows the same test case to cover more than one unique pair of
values. So the above combinations can be combined in several ways,
including;:

(A, 1, x) B, 1,y)
(A, 2, x) (B, 2,y)
(A, 3,x) (B, 3,y)

(A’ B Y) (Ba s X)



The tests with ‘-> mean that any block can be used.
A test set that satisfies PWC will pair each value with each other value,

or have at least(Max;-;“B;) * (Max;-; ;-;“B;) values. Each characteristic in

triang () (Table 6.3) has four blocks; so at least 16 tests are required.
Several algorithms to satisfy PWC have been published and appropriate
references are provided in the bibliography section of the chapter.
A natural extension to Pair-Wise Coverage is to require groups of t
values instead of pairs.

CRITERION 6.4 T-Wise Coverage (TWC): A value from each block for
each group of t characteristics must be combined.

If the value for t is chosen to be the number of partitions, Q, then T-
Wise Coverage is equivalent to all combinations. If we assume that all
blocks are the same size, a test set that satisfies TWC will have at

least(Max;-,9B;)" values. T-Wise Coverage is expensive in terms of the

number of test cases, and experience suggests going beyond pair-wise (that
is, t = 2) does not help much.

Both Pair-Wise Coverage and T-Wise Coverage combine values
“blindly,” without regard for which values are being combined. The next
criterion strengthens ECC in a different way by bringing in a small but
crucial piece of domain knowledge of the program; asking what is the
most “important” block for each partition. This block is called the base
choice.

CrITERION 6.5 Base Choice Coverage (BCC): A base choice block is
chosen for each characteristic, and a base test is formed by using the
base choice for each characteristic. Subsequent tests are chosen by
holding all but one base choice constant and using each non-base choice
in each other characteristic.

Given the above example of three partitions with blocks [A, B], [1, 2,
3], and [x, yl, suppose base choice blocks are ‘A’, ‘1’ and ‘x’. Then the
base choice test is (A, 1, x), and the following additional tests would be
needed:

(B, 1, x)
(A, 2, x)



(A, 3, x)
(A, Ly)

A test set that satisfies BCC will have one base test, plus one test for
each remaining (non-base) block for each partition. This is a total of 1 +

iz1%(B; - 1). Each parameter for triang () has four blocks, thus BCC

requires 1 + 3 + 3 + 3 tests.

The base choice can be the simplest, the smallest, the first in some
ordering, or the most likely from an end-user point of view. Combining
more than one invalid value is usually not useful because the software
often recognizes one value and negative effects of the others are masked.
Which blocks are chosen for the base choices becomes a crucial step in
test design that can greatly impact the resulting test. For example, if the
base choice contains valid inputs and most or all of the non-base choices
are invalid, then BCC is an easy way to achieve stress testing. It is
important that the tester document the strategy that was used so that further
(regression) testers can re-evaluate those decisions.

Following the strategy of choosing the most likely block for triang
(), we chose “greater than 1” from Table 6.2 as the base choice block.
Using the values from Table 6.3 gives the base test as (2, 2, 2). The
remaining tests are created by varying each one of these in turn: {(2, 2, 1),
(2,2,0),(2,2,-1),(,1,2),(2,0,2),(2,-1,2),(1, 2, 2), (0,2, 2), (-1, 2,
2)}.

Sometimes the tester may have trouble choosing a single base choice
and may decide that multiple base choices are needed. This is formulated
as follows:

CRITERION 6.6 Multiple Base Choice Coverage (MBCC): At least one,
and possibly more, base choice blocks are chosen for each characteristic,
and base tests are formed by using each base choice for each
characteristic at least once. Subsequent tests are chosen by holding all
but one base choice constant for each base test and using each non-base
choice in each other characteristic.

Assuming m; base choices for each characteristic and a total of M base
tests, MBCC requires M + Y ._,9(M * (B; - m,)) tests.
For example, we may choose to include two base choices for side 1 in



triang (), “greater than 1” and “equal to 1.” This would result in the
two base tests (2, 2, 2) and (1, 2, 2). The formula above is thus evaluated
withM =2, my=2,andm; =1V i,1<i<3. Thatis, 2 + (2¥(4-2)) + (2*
(4-1)) + (2*%(4-1)) = 18. The remaining tests are created by varying each
one of these in turn. The MBCC criterion sometimes results in duplicate
tests. For example, (0, 2, 2) and (-1, 2, 2) both appear twice for triang
(). Duplicate test cases should, of course, be eliminated (which also
makes the formula for the number of tests an upper bound).

Figure 6.2 shows the subsumption relationships among the input space
partitioning combination strategy criteria.

All Combinations
Coverage
ACoC

» £y
Multiple Base

<M
T-Wise Coverage Cholee Coverage

TWG MBCC
A L
Pair-Wisa Base Choice
Coverage Coverage
PWC BCC

Y *
Each Cholce
Cowverage
ECC

Figure 6.2. Subsumption relations among input space partitioning criteria.

Section 6.2.

1. Write down all 64 tests to satisfy the All Combinations (ACoC)
criterion for the second categorization of triang ()’s inputs in
Table 6.2. Use the values in Table 6.3.

2. Write down all 16 tests to satisfy the Pair-Wise (PWC) criterion for
the second categorization of triang ()’s inputs in Table 6.2. Use
the values in Table 6.3.

3. Write down all 16 tests to satisfy Multiple Base Choice coverage
(MBCC) for the second categorization of triang ()’s inputs in



Table 6.2. Use the values in Table 6.3.
4. Answer the following questions for the method intersection ()
below:

public Set intersection (Set 51, Set 52)
S/ Effects: If 51 or 52 1s null throw NullPointerException

I
I

else return a (non null) Set equal to the intersection
of Sets 51 and s2

Characterstic: Validity of s1

51 =null

Ss1={}

51 has at least one element

Characteristic: Relation between s1 and s2

(a)

(b)

(©)

(d)

(e)
(H)

- 51 and s2 represent the same set

- 51 iz a subset of 52

- 52 is a subset of 51

- 51 and 22 do not have any elements in common

Does the partition “Validity of s1” satisfy the completeness
property? If not, give a value for s1 that does not fit in any
block.

Does the partition “Validity of s1” satisfy the disjointness
property? If not, give a value for sl that fits in more than one
block.

Does the partition “Relation between sl and s2” satisfy the
completeness property? If not, give a pair of values for s1 and
s2 that does not fit in any block.

Does the partition “Relation between s1 and s2” satisfy the
disjointness property? If not, give a pair of values for s1 and s2
that fits in more than one block.

If the “Base Choice” criterion were applied to the two partitions
(exactly as written), how many test requirements would result?
Revise the characteristics to eliminate any problems you found.

5. Use the following characteristics and blocks for the questions below.

Characteristics | Block 1 | Block 2 | Block 3 | Block 4

Value 1 =1 (0 = (]

Valoe 2 <0 1 =

O peration + - b s




(a) Give tests to satisfy the Each Choice criterion.

(b) Give tests to satisfy the Base Choice criterion. Assume base
choices are Value 1 = > 0, Value 2 = > 0, and Operation = +.

(c) How many tests are needed to satisfy the All Combinations
criterion? (Do not list all the tests.)

(d) Give tests to satisfy the Pair-Wise Coverage criterion.

. Derive input space partitioning test inputs for the BoundedQueue

class with the following method signatures:

public BoundedQueue (int capacity); // The
maximum number of elements

public void enQueue (Object X);

public Object deQueue ()

public boolean isEmpty ()

public boolean isFull ();

Assume the usual semantics for a queue with a fixed, maximal
capacity. Try to keep your partitioning simple—choose a small
number of partitions and blocks.

(a) List all of the input variables, including the state variables.

(b) Define characteristics of the input variables. Make sure you
cover all input variables.

(c) Partition the characteristics into blocks. Designate one block in
each partition as the “Base” block.

(d) Define values for each block.

(e) Define a test set that satisfies Base Choice Coverage (BCC).
Write your tests with the values from the previous step. Be sure
to include the test oracles.

. Design an input domain model for the logic coverage web application

on the book’s website. That is, model the logic coverage web

application using the input domain modeling technique.

(a) List all of the input variables, including the state variables.

(b) Define characteristics of the input variables. Make sure you
cover all input variables.

(c) Partition the characteristics into blocks.

(d) Designate one block in each partition as the “Base” block.

(e) Define values for each block.

(f) Define a test set that satisfies Base Choice Coverage (BCC).
Write your tests with the values from the previous step. Be sure



to include the test oracles.

(g) Automate your tests using the web test automation framework
HttpUnit. Demonstrate success by submitting the HttpUnit tests
and a screen dump or output showing the result of execution.
(Note to instructors: HttpUnit is based on JUnit and is quite
similar. The tests must include a URL and the framework issues
the appropriate HTTP request. We usually use this question as a
non-required bonus, allowing students to choose whether to
learn HttpUnit on their own.)

HANDLING CONSTRAINTS AMONG
CHARACTERISTICS

A subtle point about input space partitioning is that some combinations of
blocks are infeasible. This must be documented in the IDM. Table 6.7
shows an example based on the previously described boolean
findElement (list, method. An IDM with two
characteristics, A, which has four blocks, and B, which has three blocks,
has been designed. Two of the block combinations do not make sense and
are thus invalid. In this example, these are represented as a list of invalid
pairs of characteristic blocks. Other representations can also be used, for
example, a set of inequalities.

element)

Table 6.7. Examples of invalid block combinations.

Blocks
Charactenisfics 1 2 3 4
Az length one more than more than more than
and element one, one, sorted one, all
contents unsorted identical
BE: match element element element -
not faund found once found more
than once

Invalid combinations: (A1, B3), (Ad, B2y

Generally, constraints are relations between blocks from different
characteristics. IDMs have two broad kinds of constraints. The first says
that a block from one characteristic cannot be combined with a block from
another characteristic. The “less than zero” and “scalene” problem for



triang () is an example of this kind of constraint. The second is the

inverse; a block from one characteristic must be combined with a specific
block from another characteristic. Although this sounds simple enough,
identifying and satisfying the constraints when choosing values can be
difficult.

How constraints are handled when selecting values depends on the
coverage criterion chosen, and the decision is usually made when values
are chosen. For the ACoC, PWC, and TWC criteria, the only reasonable
option is to drop the infeasible pairs from consideration. For example, if
PWC requires a particular pair that is not feasible, no amount of tinkering
on the test engineer’s part can make that test requirement feasible.
However, the situation is quite different for BCC and MBCC. If a
particular variation (for example, “less than zero” for “Relation of Side 1
to zero”) conflicts with the base case (for example, “scalene” for
“Geometric Classification”), then we can change the choice for the base
case to make the test requirement feasible. In this case, “Geometric
Classification” can be changed to “invalid.”

We have one more point about constraints among partitions. If the IDM
has too many constraints, it probably has a structural problem and should
be redesigned.

EXTENDED EXAMPLE: DERIVING AN IDM FROM
JAVADOC

This subsection works a complete example of constructing an IDM and
designing tests for a widely used Java library interface. A common goal of
JavaDoc is to have enough information for a tester to create tests. It turns
out that input domain modeling is an excellent way to analyze a JavaDoc
API to design test cases. This example takes a standard Java interface,
java.util.Iterator 2 and uses it to design an IDM. We then apply
a combination strategy criterion to the IDM, creating test requirements,
which are then implemented in JUnit.

APIs are usually clear about what is testable and what the parameters
are. If your API is not clear, your problems are probably deeper than
finding good test sets. This would be a good time to talk with the software
designer about the API and its documentation.



Tasks in Designing IDM-Based Tests

We create JUnit tests from JavaDoc APIs in three main tasks, each of
which is decomposed into several steps.

The first task is to identify characteristics from the API, which we
document in two tables, table A to identify the characteristics, and table B
to associate the methods with the characteristics to identify test
requirements. The second task designs test cases from the test
requirements. If base choices are defined (when BCC or MBCC is used),
those are documented in table B. The test requirements are expressed in a
third table, C. The third task converts the test cases into automatable test
scripts. These tasks are detailed as follows:

Task 1: Determine Characteristics

1. Identify the following and document them in Table A:
functional units
parameters
return types and possible return values
exceptional behavior
2. Using the method attributes identified in step 1, develop
characteristics that would cover return types and exceptional
behavior. Document the characteristics in Table A. Characteristics
identified in some methods might cause you to revisit methods
analyzed earlier, so this analysis is done iteratively. Other methods
might indicate traits that have already been covered by a previously
identified characteristic. This is documented in Table A by putting the
previous characteristic in a “Covered by” column. This can cause you
to come back and revisit methods analyzed earlier, so this analysis is
also iterative.
3. As the above steps are being executed, associate each method with
relevant characteristics in Table B.
4. Design a partitioning for each characteristic. This is documented in
Table B.

Task 2: Define test requirements

1. Choose a coverage criterion from section 6.2.
2. Choose base cases if using BCC or MBCC, and document these in



Table B.

3. Design complete test requirements. This is documented in Table C.

4. Identify any infeasible test requirements (constraints), and document
those in Table C.

5. If using BCC or MBCC, revise any infeasible tests to create feasible
tests, and document them in Table C.

Task 3: Refine test requirements into automated tests

1. Using the final test requirements, write a JUnit test for each feasible
test requirement. Each test requirement must map to one test.
Although it would be possible to satisfy several test requirements
with one test, we choose not to do that in this example to keep the
tests and the mappings simple to follow.

Designing IDM-Based Tests for Tterator

Now we illustrate these steps and fill out the three tables with the
Iterator JavaDoc. An Iterator can be defined on any collection, such as
arrays, lists, stacks, queues, etc. An Iterator is sometimes said to
contain “an iteration,” and sometimes said to contain “a collection.”
Iterators are defined for generic types, so the type of the underlying
collection is simply called E.

Task 1: Determine the characteristics of Tterator

1. The Iterator interface has three methods, none of which has an
explicit parameter:
hasNext () — Returns true if the iteration has more elements.

E next () — Returns the next element in the iteration. The
method has one possible exception,
NoSuchElementException.
voilid remove () — Removes the most recent element returned
by the iterator from the underlying collection. The method can
throw two exceptions,
UnsupportedOperationException and
ITllegalStateException.



The method names and signature elements (parameters, return types,
and return values) are shown in Table 6.8. The “Parameters” column
shows that the behavior of all three methods is determined by the
“iterator state,” which is surprisingly complex. While we are not
concerned with how this state is implemented, we are definitely
concerned with the information it contains. First, the state contains
the values yet to be returned by the iterator via subsequent next ()
calls. Note that if there are no such values, hasNext () will return
false. Second, the state contains information about whether
remove () can be successfully called, and, if so, which object is to
be removed, and from what underlying collection. Hence, the
underlying collection is also part of the iterator state, a subtle point to
which we return later in the example.

Table 6.8. Table A for Tterator example: Input parameters and
characteristics.

Method Param- Keturn Possible Exceptions Charact- Chamacteristic | Cowered
Marme elers Types W hies eristic [[F by
hasmaxt(y | iteratar bocl2an true, c1 Iterator has
shate false mare val ues
nexti) Iterator Efelement) E, null cz Iteratar
ghata - genaric rebLrres & nion-
typ2 rull object
refarance
HoGuchB emeant- [
Exception
remoie] Iteratar Unsupporteddper- ca remavai) |5
shate atlcnExceptlon suppofted
lllegalState c4 remavel )
Exception canstraimt Is
=all=fled

2. Develop the characteristics to test ITterator.
hasNext () returns a boolean value. This suggests that we
would like a characteristic (C1) that forces both possible values.
next () returns an object of generic type, the type stored in the
underlying collection. The most basic syntactic question is
whether this value might be null, which is shown in Table 6.8 as
category C2. NoSuchElementException will be thrown
when the iterator has no more elements, which is already covered
by characteristic C1 for hasNext ().
remove () has no explicit return values, which poses an
observability problem, which we can solve through observer



methods on the underlying collection. remove () can also be
tested through possible exceptions. The Tterator specification
does not require remove() to be implemented, so
UnsupportedOperationException is returned if the
iterator does not support remove (). Thus characteristic C3 is
defined to check whether remove () is supported. The other
exception is TllegalStateException, so we add
characteristic C4 to ensure the constraint of remove (), which is
that the method “can be called only once per call to next ().”
3. The methods and their characteristics are associated in the first four
columns of Table 6.9 (Table B).
4. To partition each characteristic into blocks we use boolean partitions,
as shown in the fifth column of Table 6.9.

Table 6.9. Table B for Tterator example: Partitions and base case.

hasMext() next{) removed) Partition (all boolean)  Base Case
c1 X X X {true, falsa} true
c2 X X {true, false} true
c3 X {true, falss} true
c4 X {true, fals=} true

Task 2: Define the test requirements for Tterator

Table B is based on the analysis from the final step in Task 1 and all of
Task 2.

1. We choose base choice coverage for this example.

2. We make the base case a “happy path” test, where everything should
work normally with no exceptions. This is documented in Table 6.9
by choosing the true block from each partition.

3. This information is converted into test requirements in Table 6.10.
For each method, its characteristics are listed, followed by the test
requirements that are needed. The only characteristic for
hasNext () is C1, so it has only two test requirements. The first is
the base case where the iterator has more values (shown in bold face),
and the second is the non-base case. next () has two characteristics,
so each test must choose a value from each of C1 and C2. Again, the



first test requirement is the base case where both C1 and C2 are true,
and then each is varied in turn to create three test requirements.
remove () has four characteristics, so five test requirements are
needed.

. Next we identify infeasible test requirements. hasNext () has none,
but next () has one. If C1 is false, the iterator is out of elements, so
the iterator cannot return a non-null object reference, meaning C2
cannot be true. The same problem occurs in the second test for
remove ().

5. Next we revise the infeasible test requirements to make them feasible
by applying the fix suggested in Section 6.3 of modifying a non-base
choice. For next (), we change the test requirement from FT to FF,
and for remove () we change FTTT to FFTT.

Table 6.10. Table C for Tterator example: Refined test requirements.

Method | Characiersiies | Test Reguirements | Infeasible Test Revised # ol Test
Requirements | Test Regquirements | Requirements
hasMexti) | C1 T, F} All faasibla n/a 2
nexti) C1C2 {TT, FT, TF} FT FT — FF 3
removel) |C1C2C3C4 | {TTIT, FTTT, TFTT, FTTT FTTT — FFTT 5
TTFT, TTTF }

We could certainly do more testing. For example, does next () behave

properly after something has been removed? However, the tests designed
and presented in this section cover all of the explicit items in the JavaDoc.

Task 3: Refine Tests into Automated Tests
The result at this point is two test requirements for hasNext (), three test
requirements for next (), and five test requirements for remove ().
Each test needs to be refined into a concrete test case, including a
verification of the output (an oracle ).

Iterator is simply an interface, and Java interfaces are not directly
executable. Hence, to develop concrete tests, we need an implementation
of Tterator. In a realistic testing situation, it would be obvious which

implementation we were testing—namely the implementation we were
developing! For this exercise, we choose a standard Java implementation



of Tterator simply to show how the tests can be implemented.

The specific implementation chosen has a major impact on the
feasibility of implementing the tests. For example, null values are
possible in the ArrayList class but not in the TreeSet class. Thus,
our tests (mostly) target the ArrayList implementation of Tterator.

The complete set of JUnit tests takes about 150 lines of Java, so we do
not include them in the text. The complete JUnit,
IteratorTest. java, can be found on the book website. We provide a

few examples here to illustrate the process and controllability and
observability issues. The tests also reveal something interesting about how
Java Collection classes treat inconsistencies.

Test testHasNext BaseCase () is our first test. Characteristic C1
is true. The test fixture for all of the JUnit tests has two variables: a List
of strings and an Iterator for strings. The @Before method
setUp () sets up the test fixture so that the 1ist variable holds an
ArrayList with two strings, and the itr variable is initialized to iterate
over the list. The setUp () method defines the prefix values common to
most of the tests. The test itself simply calls itr.hasNext () (the test

case value). The test checks the result by asserting the return value from
hasNext () is true (verification value ).

private List<Strings list; J{ test fixture
private Iterator<3tring= it S test fixture

i@Before public void setUp() [/ wet up test fixture

list = new Araylist<String=();
list.add{"cat");

list.add( "dog");
itr = lst.iterator():

}

/f Test 1 of hasMext(): testHasNext_BaseCasze(): C1-T
i@Test public void testHasNext BaseCase()

{
assert True(itr.hasNext());

}

Our second example is slightly more complicated. This tests for when
C3 is false, that is, the iterator does not support the remove () method.



To make this happen, this test turns 1ist into an unmodifiablelList,
which, as its name implies, is a list that cannot be changed. The
remove () method must not be implemented when iterating over such a
structure, and SO when remove () is called, an
UnsupportedOperationException should be raised. Finding a
suitable unmodifiable list is an example of solving a subtle controllability
problem. Note that this JUnit test does not have an assertion statement.
Instead, the “ expected” attribute in the @Test annotation is used to
indicate it should return an exception. The test passes if the exception is
returned, and fails otherwise. See Chapter 3 for a fuller discussion of this
point.

Jf Test & of remove(): testRemowe_C3(3: C1-T, C2-T, C3-F, C4-T
iz Test{expected-UnsupportedOperationException.class)
public void testRemowve_C3{)

{
list = Collections.ummodifiablelist{list);

itr = lst.iterator():
tr.remaovel();

}

The third example is another test for remove (). The remove ()
method has a complex constraint in terms of how it must be interleaved
with calls to next (). If remove () is called in a state that does not
satisfy this constraint, then the remove () method must return an
TllegalStateException. Put into the language of design-by-
contract theory, what was once a precondition (i.e., undefined behavior) on
how calling code must interleave remove () with next () has been
converted into a postcondition (i.e., defined behavior) through the
exception handling mechanism. Although this constraint is complex, we
only test it with one test here; additional tests are left for the exercises. The
test below calls remove () without calling next () at all.

J Test 5 of remove(): testRemowve_C4(): C1-T, C2-T, C3-T, C4-F
i@ Test|{expected=Illegal StateException.class)

public void testRemowe_C4()

{

itr.remove();

}



Analysis and iteration: Another possible exception

Finally, the documentation for remove () contains a precondition on the
use of the iterator. Specifically, the specification says “The behavior of an
iterator is unspecified if the underlying collection is modified while the
iteration is in progress in any way other than by calling this method.” That
is, remove () is the only allowable way to change the underlying
collection while the iterator is in use, and, for example, if an element is
added to the collection while the iterator is in use, bad things might
happen. The phrasing “the behavior. .. is unspecified” implies a genuine
precondition: a correct iterator can implement any behavior, including
silently ignoring the call, corrupting the data structure, returning arbitrary
values, or even failing to terminate.

As testers, we could certainly stop with the above tests and claim to
have made a “reasonable effort” to test the iterator. We could also assert
that since the “behavior is unspecified,” any behavior is okay so there is no
need to test. However, if we have a true tester’s mindset, we should worry
about preconditions —they are a prime weapon in security hacker’s
toolkits3. In short, there is a reasonable argument to be made that we
should be concerned about what happens if the collection is modified and
the iterator is subsequently used.

Many standard implementations of Java iterators transform this
precondition into defined behavior with
ConcurrentModificationException. In  particular, Java
Collection classes, of which .ist is a member, use this exception.
Thus we can add another characteristicc, ~ C5, called
ConcurrentModificationException. This characteristic is
obviously associated with remove (), but if we consider carefully, we
might also recognize that hasNext () and next () can also be affected
by a change to the underlying collection. Thus we chose to associate C5
with all three methods, as reflected in a revised version of Table 6.8 (Table
A), which is shown in Table 6.11.

Table 6.11. Table A for Tterator example: Input parameters and
characteristics (revised).




Method Param- Retum Possible Exceptions Charact- Characteristic Covered
Name eters Types Values eristic ID by
hasNext() | iterator state | boolean true, false Cc1 iterator has more values
ConcurrentModif Cc5
icationException
nexti) iterator state | E(element) E, null c2 iterator returns a nor-
- genaric type null ohject reference
NoSuchElement- c1
Exception
ConcurrentModif Cc5
icationException
remaovel) | iterator state UnsupportedDper- C3 remove() is supported
ationException
NegalState- c4 remove() precondition is
Exception satisfied
ConcurrentModif c5 collection unmodified
icationException while iterator in use

Considering ConcurrentModificationException only adds
one more row to Table 6.9, so we do not show a revised Table B.
However, a new characteristic that applies to every testable method affects
every test requirement, as well as adding new ones, so we revise Table
6.10 as Table 6.12. The base case for
ConcurrentModificationException is true; the iterator remains
in a consistent state while the iterator is in use. Note that, as mentioned
earlier, this analysis shows that the underlying collection is indeed part of
the “iterator state” identified in Table A.

Table 6.12. Table C for Iterator example: Refined test requirements
(revised).

Method | Charsctenstics Test Requirements | Infeasible Test Revised & ol Test
Regquirements | Test Reguirements | Reguirements
hasMexti) | C1 Ch 11T, FT, TF} All feasibla n/a 3
next() C1C2Ch {TIT, FTT, TFT, TTF} FTT FTT — FFT 4
TTF TTF — TFF
rermovel ) |C1C2C3C4 Ch | {TITIT, FTTTT, TFTTT, FTTTT FTTTT — FFTTI [
ITETT, TTTET, TTTTE}

Now we have three test requirements for hasNext (), the base case,

plus one where C1 is false, and another where C5 is false. Likewise, we
have an additional test for next () and for remove ().

Our final example JUnit test for the Tterator interface is a test for



remove () where the iterator is in an inconsistent state, and hence
ConcurrentModificationException is expected. In
testRemove C5 (), we solve the controllability problem by adding an
element to the list. Note that this happens after the setUp (), which

initializes the iterator. This puts the iterator in an inconsistent state, and the
subsequent call to itr.remove () should throw
ConcurrentModificationkException.

/f Test 6 for next(): testRemowve_C5(): C1-T, C2-T, C3-T, C4-T, Cs-F
i@ Test{expected-ConmurentModificationException.class)
public final woid testBemowe_C5()

{
itr.next();
list.add ("elephant");
itr.remove();

}

This JUnit test passes, as does a similar test where next () replaces
remove (). (See test testNext C5 in the online tests.) But a test
where hasNext () replaces remove () does not pass. (See test
testHasNext C5 in the online tests.)

We use the Tterator example not only because it illustrates many of

the interesting aspects of using input domain modeling to design tests from
JavaDoc, but also because it illustrates the power of these tests. In our
judgment, testHasNext C5 demonstrates a flaw in Java Iterator

implementations. The internal state of a data structure is either consistent
or inconsistent. It makes no sense for a call to hasNext () to come back

“true,” and then for an immediate call to next () to throw
ConcurrentModificationException. See the exercises for a
variation where remove () fails to throw an expected
ConcurrentModificationException.

Section 6.4.

1. The restriction on interleaving next () and remove () calls is quite
complex. The JUnit tests in TteratorTest. java only devote one



test for this situation, which may not be enough. Refine the input
domain model with one or more additional characteristics to probe
this behavior, and implement these tests in JUnit.

2. (Challenging!) It is possible to modify an ArrayList without
using the remove () method and yet have a subsequent call to
remove () fail to throw
ConcurrentModificationException. Develop a (failing)
JUnit test that exhibits this behavior.

BIBLIOGRAPHIC NOTES

The research literature has described several testing methods that are
generally based on the idea that the input space of the test object should be
divided into subsets, with the assumption that all inputs in the same subset
cause similar behavior. These are collectively called partition testing and
include equivalence partitioning [Myers, 1979], boundary value analysis
[Myers, 1979], category partition [Ostrand and Balcer, 1988], and domain
testing [Beizer, 1990]. An extensive survey with examples was published
by Grindal et al. [Grindal et al., 2005].

The derivation of partitions and values started with Balcer, Hasling and
Ostrand’s category partition method in 1988 [Balcer et al., 1989, Ostrand
and Balcer, 1988]. An alternate visualization is that of classification trees
introduced by Grochtman, Grimm and Wegener in 1993 [Grochtmann et
al., 1993, Grochtmann and Grimm, 1993]. Classification trees organize the
input space partitioning information into a tree structure. The first level
nodes are the parameters and environment variables (characteristics); they
may be recursively broken into sub-categories. Blocks appear as leaves in
the tree and combinations are chosen by selecting among the leaves.

Chen et al. empirically identified common mistakes that testers made
during input parameter modeling [Chen et al., 2004]. Many of the concepts
on input domain modeling in this chapter come from Grindal’s PhD work
[Grindal, 2007, Grindal and Offutt, 2007, Grindal et al., 2007]. Both
Cohen et al. [Cohen et al., 1997] and Yin et al. [Yin et al., 1997] suggest
functionality-oriented approaches to input parameter modeling.
Functionality-oriented input parameter modeling was also implicitly used
by Grindal et al. [Grindal et al., 2006]. Two other IDM-related methods
are Classification Trees [Grochtmann and Grimm, 1993] and a UML



activity diagram -based method [Chen et al., 2005]. Beizer [Beizer, 1990],
Malaiya [Malaiya, 1995], and Chen et al. [Chen et al., 2004] also address
the problem of characteristic selection.

Grindal published an analytical and empirical comparison of different
constraint handling mechanisms [Grindal et al., 2007].

Stocks and Carrington [Stocks and Carrington, 1996] provided a formal
notion of specification-based testing that encompasses most approaches to
input space partition testing. In particular, they addressed the problem of
refining test frames (which we simply and informally call test
requirements in this book) to test cases.

The each choice and base choice criteria were introduced by Ammann
and Offutt in 1994 [Ammann and Offutt, 1994]. The extension to multiple
base choice was alluded to in their 1994 paper (“Many systems have
multiple normal modes of operation, but we consider only one normal
mode for simplicity here.”), but was first defined in this book. Cohen et al.
[Cohen et al.,, 1997] indicated that valid and invalid parameter values
should be treated differently with respect to coverage. This allows the base
choice criterion to implement a type of stress testing. Valid values lie
within the bounds of normal operation of the test object, and invalid values
lie outside the normal operating range. Invalid values often result in an
error message and the execution terminates. To avoid one invalid value
masking another, Cohen et al. suggested that only one invalid value should
be included in each test case.

Burroughs et al. [Burroughs et al., 1994] and Cohen et al. [Cohen et al.,
1997, Cohen et al., 1996, Cohen et al., 1994] suggested the heuristic Pair-
Wise Coverage as part of the Automatic Efficient Test Generator (AETG).
AETG also includes a variation on the base choice combination criterion.
In AETG’s version, called default testing, the tester varies the values of
one characteristic at a time while the other characteristics contain some
default value. The term “default testing” was also used by Burr and Young
[Burr and Young, 1998], who described yet another variation of the base
choices. In their version, all characteristics except one contain the default
value, and the remaining characteristics contain a maximum or a minimum
value. This variant will not necessarily satisfy Each Choice Coverage.

The Constrained Array Test System (CATS) tool for generating test
cases was described by Sherwood [Sherwood, 1994] to satisfy pair-wise
coverage. For programs with two or more characteristics, the in-parameter-
order (IPO) combination strategy [Lei and Tai, 2001, Lei and Tai, 1998,



Tai and Lei, 2002] generates a test set that satisfies pair-wise coverage for
the first two parameters (characteristic in our terminology). The test set is
then extended to satisfy pair-wise coverage for the first three parameters,
and continues for each additional parameter until all parameters are
included.

Williams and Probert invented t-wise coverage [Williams and Probert,
2001]. A special case of t-wise coverage called variable strength was
proposed by Cohen, Gibbons, Mugridge, and Colburn [Cohen et al., 2003].
This strategy requires higher coverage among a subset of characteristics
and lower coverage across the others. Assume for example a test problem
with four parameters A, B, C, D. Variable strength may require 3-wise
coverage for parameters B, C, D and 2-wise coverage for parameter A.
Cohen, Gibbons, Mugridge, and Colburn [Cohen et al., 2003] suggested
using Simulated Annealing (SA) to generate test sets for t-wise coverage.
Shiba, Tsuchiya, and Kikuno [Shiba et al., 2004] proposed using a genetic
algorithm (GA) to satisfy pair-wise coverage. The same paper also
suggested using the ant colony algorithm (ACA).

Mandl suggested using orthogonal arrays to generate values for T-Wise
Coverage [Mandl, 1985]. This idea was further developed by Williams and
Probert [Williams and Probert, 1996]. Covering Arrays [Williams, 2000] is
an extension of orthogonal arrays. A property of orthogonal arrays is that
they are balanced, which means that each characteristic value occurs the
same number of times in the test set. If only t-wise (for instance, pair-wise)
coverageis desired, the balance property is unnecessary and will make the
algorithm less efficient. In a covering array that satisfies t-wise coverage,
each t-tuple occurs at least once but not necessarily the same number of
times. Another problem with orthogonal arrays is that for some problem
sizes we do not have enough orthogonal arrays to represent the entire
problem. This problem is also avoided by using covering arrays.

Several papers have provided experiential and experimental results of
using input space partitioning. Heller [Heller, 1995] used a realistic
example to show that testing all combinations of characteristic values is
infeasible in practice. Heller concluded that we need to identify a subset of
combinations of manageable size.

Kuhn and Reilly [Kuhn and Reilly, 2002] investigated 365 error reports
from two large real-life projects and discovered that pair-wise coverage
was nearly as effective at finding faults as testing all combinations. More
supporting data were given by Kuhn and Wallace [Kuhn et al., 2004].



Piwowarski, Ohba, and Caruso [Piwowarski et al., 1993] described how
to apply code coverage successfully as a stopping criterion during
functional testing. The authors formulated functional testing as the
problem of selecting test cases from all combinations of values of the input
parameters. Burr and Young [Burrand Young, 1998] show that continually
monitoring code coverage helps improve the input domain model. Initial
experiments showed that ad hoc testing resulted in about 50% decision
coverage, but by continually applying code coverage and refining the input
domain models, decision coverage was increased to 84%.

Plenty of examples of applying input space partitioning in practice have
been published. Cohen, Dalal, Kajla and Patton [Cohen et al., 1996]
demonstrated the use of AETG for screen testing, by testing the input
fields for consistency and validity across a number of screens. Dalal, Jain,
Karunanithi, Leaton, Lott, Patton and Horowitz [Dalal et al., 1999, Dalal et
al., 1998] report results from using the AETG tool. It was used to generate
test cases for Bellcore’s Intelligent Service Control Point, a rule-based
system used to assign work requests to technicians, and a GUI window in a
large application. Offutt and Alluri built a special purpose input space
partitioning tool for Freddie Mac [Offutt and Alluri, 2014], and found that
the technique not only increased the number of faults detected during
testing, but also significantly reduced the cost of testing.

Burr and Young [Burr and Young, 1998] also used the AETG tool to
test a Nortel application that convertsemail messages from one format to
another. Huller [Huller, 2000] used an IPO -related algorithm to test
ground systems for satellite communications.

Williams and Probert [Williams and Probert, 1996] demonstrated how
input space partitioning can be used to organize configuration testing.
Yilmaz, Cohen and Porter [Yilmaz et al., 2004] used covering arrays as a
starting point for fault localization in complex configuration spaces.

Huller [Huller, 2000] showed that pair-wise configuration testing can
save more than 60% in both cost and time compared to quasi-exhaustive
testing. Brownlie, Prowse, and Phadke [Brownlie et al., 1992] compared
the results of using Orthogonal Arrays (OA) on one version of a
PMX/StarMAIL release with the results from conventional testing on a
prior release. The authors estimated that 22% more faults would have been
found if OA had been used on the first version.

Several studies have compared the number of tests generated. The
number of tests varies when using non-deterministic algorithms. Several



papers compared input space partitioning strategies that satisfy 2-wise or
3-wise coverage: IPO and AETG [Lei and Tai, 2001], OA and AETG
[Grindal et al., 2006], Covering Arrays (CA) and IPO [Williams, 2000],
and AETG, IPO, SA, GA, and ACA [Shiba et al., 2004, Cohen et al.,
2003]. Most of them found very little difference.

Another way to compare algorithms is with respect to the execution
time. Lei and Tai [Lei and Tai, 1998] show that the time complexity of
IPO is superior to that of AETG. Williams [Williams, 2000] reported that
CA outperforms IPO by almost three orders of magnitude for the largest
test problems in his study.

Grindal et al. [Grindal et al., 2006] compared algorithms by the number
of faults found. They found that BCC performed as well as AETG and OA
despite fewer test cases.

Input space partitioning strategies can also be compared based on their
code coverage. Cohen etal. [Cohen et al., 1994] found that test sets
generated by AETG for 2-wise coverage reach over 90% block coverage.
Burr and Young [Burr and Young, 1998] got similar results for AETG,
getting 93% block coverage with 47 test cases, compared to 85% block
coverage for a restricted version of BCC using 72 test cases.

1 'We choose to use the term “blocks” to refer to the pieces of a partitioning. The
term “partition” is often used for both conceptsin the research literature.

2 As of this writing, the Iterator interface is online at:
docs.oracle.com/javase/7/docs/api/java/util/Iterator.html

3 Whether strong preconditions are a good idea at all is a contentious issue well
beyond the scope of this text.


http://docs.oracle.com/javase/7/docs/api/java/util/Iterator.html

Graph Coverage

In engineering, as in baseball, you don’t have to be strong to hit a home run.
You just have to hit it dead center.

This chapter introduces some of the most widely known test coverage
criteria. This chapter uses graphs to define criteria and design tests. This
starts our progression into the RIPR model by ensuring that tests “reach”
certain locations in a graph model of the artifact being tested. The chapter
starts with basic theory as a way to make the practical and applied portions
of the chapter easier to follow. We first emphasize a generic view of a
graph without regard to the graph’s source. After this model is established,
the rest of the chapter turns to practical applications by demonstrating how
graphs can be obtained from various software artifacts and how the generic
versions of the criteria are adapted to those graphs.

OVERVIEW

Directed graphs form the foundation for many coverage criteria. They
come from many sources and types of software artifacts, including control
flow graphs from source, design structures, finite state machines,
statecharts, and use cases, among others. We use the term artifact in the
most general way, to be anything associated with the software, including
the requirements, design documents, implementation, tests, user manuals,
and many others. Graph criteria usually require the tester to “cover” the
graph in some way, usually by traversing specific portions of the graph.
This overview presents graphs in general terms, and overlaps standard
texts on discrete math, algorithms, and graph theory. Unlike those
theoretical treatments, we focus only on the ideas needed for testing and



introduce some new terminology that enable test design.

Given an artifact under test, the idea is to extract a graph from that
artifact. For example, the most common graph abstraction for source code
maps executable statements and branches to a control flow graph. It is
important to recognize that the graph is not the same as the artifact, and
usually omits certain details. It is also possible for the same artifact to have
several useful, but different, graph abstractions. The same abstraction that
produces the graph from the artifact also maps test cases for the artifact to
paths in the graph. Accordingly, a graph-based coverage criterion
evaluates a test set for an artifact in terms of how the paths corresponding
to the test cases “cover” the artifact’s graph abstraction.

We give our basic notion of a graph below and will add additional
structures later in the chapter when needed. A graph G formally is:

a set N of nodes
a set N, of initial nodes, where Ny & N

a set Ny of final nodes, where Nr & N
a set E of edges, where E is a subset of N x N

For a graph to be useful for generating tests, it is necessary for N, N,,
and Nf to contain at least one node each. Sometimes, it helps to consider

only part of a graph. Note that more than one initial node can be present;
that is, N, is a set. Having multiple initial nodes is necessary for some

software artifacts, for example, if a class has multiple entry points, but
sometimes we will restrict the graph to having one initial node. Edges are
considered to be from one node and to another and written as (n;, n;). The

edge’s initial node n; is sometimes called the predecessor and n; is called

the successor.

We always identify final nodes, and there must be at least one final
node. The reason is that every test must start in some initial node, and end
in some final node. The concept of a final node depends on the kind of
software artifact the graph represents. Some test criteria require tests to
end in a particular final node. Other test criteria are satisfied with any node
for a final node, in which case the set Ny is the same as the set .

The term “node” has various synonyms. Graph theory texts sometimes
call a node a vertex, and testing texts typically identify a node with the
structure it represents, often a statement, a state, a method, or a basic



block. Similarly, graph theory texts sometimes call an edge an arc, and
testing texts typically identify an edge with the structure it represents,
often a branch or a transition. This section discusses graph criteria in a
generic way; thus we use general graph terms.

Graphs are often drawn with bubbles and arrows. Figure 7.1 shows three
example graphs. The nodes with incoming edges but no predecessor nodes
are the initial nodes. The nodes with heavy borders are final nodes.Figure
7.1(a) has a single initial node. Figure 7.1(b) has three initial nodes. Figure
7.1(c) has no initial nodes, and so is not useful for generating test cases.

A MA R
Y ¥y Y

M={1,234} N={123465§678%10 N ={1,2,3,4}

Mew{1] Moo= {1.2.3 IEl= 4

E = [{1 2)(1.3) (4] {34} |El=12

(&) A graph with a singls initial node  (b) A graph with mutiple initial nedes {c) A graph with no initial noda

Figure 7.1. Graph (a) has a single initial node, graph (b) multiple initial nodes, and
graph (c) (rejected) with no initial nodes.

A path is a sequence [nq, n,, . .., ny] of nodes, where each pair of
adjacent nodes, (n;, n;;1), 1 <i < M, is in the set E of edges. The length of

a path is defined as the number of edges it contains. We sometimes
consider paths and subpaths of length zero. A subpath of a path p is a
subsequence of p (possibly p itself). Following the notation for edges, we
say a path is from the first node in the path and to the last node in the path.
It is also useful to be able to say that a path is from (or to) an edge e, which
simply means that e is the first (or last) edge in the path. A cycle is a path
that begins and ends at the same node. For example, the path [2, 5, 9, 6, 2]
in Figure 7.1(b) is acycle.

Figure 7.2 shows a graph along with several example paths, and several
examples that are not paths. For instance, the sequence [1, 8] is not a path
because the two nodes are not connected by an edge.
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Figure 7.2. Example of paths.

Many test criteria require inputs that start at one node and end at
another. This is only possible if those nodes are connected by a path.
When we apply these criteria on specific graphs, we sometimes find that
we have asked for a path that for some reason cannot be executed. For
example, a path may demand that a loop be executed zero times in a
situation where the program always executes the loop at least once. This
kind of problem is based on thesemantics of the software artifact that the
graph represents. For now, we emphasize that we are looking only at
thesyntax of the graph.

We say that a node n (or an edge e) is syntactically reachable from node
n; if there exists a path from node n; to n (or edge e). A node n (or edge e)

is also semantically reachable if it is possible to execute at least one path
from n; to n with some input. Some graphs have nodes or edges that cannot

be syntactically reached from any of the initial nodes in Nj,. Since they are

unreachable, they make it impossible to fully satisfy a coverage criterion,
so we restrict attention to graphs where all nodes and edges are
syntactically reachable from an initial node!.

Consider the examples in Figure 7.2. From 1, it is possible to reach all
nodes except 3 and 7. From the entire set of initial nodes {1, 2, 3}, it is
possible to reach all nodes. If we start at 5, it is possible to reach all nodes
except 1, 3, 4, and 7. If we start at edge (7, 10), it is possible to reach only
7, 10 and edge (7, 10). In addition, some graphs (such as finite state
machines) have explicit edges from a node to itself, that is, (n;, n;).

Basic graph algorithms, usually given in standard data structures texts,

can be used to compute syntactic reachability.
A test path represents the execution of a set of test cases. The reason test



paths must start in N, is that test cases always begin from an initial node. It

is important to note that a single test path may correspond to a very large
number of test cases on the software. It is also possible that a test path may
correspond to zero test cases if the test path is infeasible. We return to the
crucial but theoretical issue of infeasibility later, in Section 7.2.1.

Definition 7.30 Test path: A path p, possibly of length zero, that starts
at some node in Nj and ends at some node in N

For some graphs, all test paths start at one node and end at a single
node. We call these single entry/single exit or SESE graphs. For SESE
graphs, the set N, has exactly one node, called ny, and the set Nf also has

exactly one node, called n; which may be the same as n,. We require that
ne be syntactically reachable from every node in N, and that no node in N
(except ng) be syntactically reachable from ny (unless n, and ngare the same
node). In other words, no edges start at ns, except when n, and n happen to

be the same node.

Figure 7.3 is an example of a SESE graph. This particular structure is
sometimes called a “double-diamond” graph, and corresponds to the
control flow graph for a sequence of two if-then-else statements.
The initial node, 1, is designated with an incoming arrow (remember we
only have one initial node), and the final node, 7, is designated with a thick
circle. Exactly four test paths exist in the double-diamond graph: [1, 2, 4,
571,11,2,4,6,7],11,3,4,5,7],and [1, 3, 4, 6, 7].

%1/2\4/5

Figure 7.3. A Single-Entry Single-Exit graph.

We need some terminology to express the notion of nodes, edges, and
subpaths that appear in test paths, and choose familiar terminology from
traveling. A test path p is said to visit node n if n is in p. Test path p is said
to visit edge e if e is in p. The term visit applies well to single nodes and
edges, but sometimes we want to consider subpaths. For subpaths, we use
the term tour. Test path p is said to tour subpath q if g is a sub path of p.



The firstpath of Figure 7.3, [1, 2, 4, 5, 7], visits nodes 1 and 2, visits edges
(1, 2) and (4, 5), and tours the subpath [2, 4, 5] (the path also visits other
nodes and edges, and tours other subpaths). Since the subpath relationship
is reflexive, the tour relationship is also reflexive. That is, any given path p
always tours itself.

We define a mapping path; for tests, so for a test case t, paths(t) is the

test path in graph G that is executed by t. If it is obvious which graph we
are discussing, we omit the subscript G. We also define the set of paths
toured by a set of tests. For a test set T, path(T) is the set of test paths that
are executed by the tests in T:paths(T) = {pathg(t) |t € T}.

Except for non-deterministic structures, which we do not consider in
this book, each test case will tour exactly one test path in graph G. Figure
7.4 illustrates the difference with respect to test case/test path mapping for
deterministic vs. nondeterministic software.
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In deterministic software, a many-to-one relationship
exists between test cases and test paths.

Test Cases lest Paths

_ Many-to-many .
t1 = 1
—_ e

td —

t3 ;_,_._.‘:—’T—'—;—?_E:;‘_;# )

For non-deterministic software, a many-to-many
relationship exists between test cases and test paths.

Figure 7.4. Test case mappings to test paths.

Figure 7.5 illustrates a set of test cases and corresponding test paths on a
SESE graph with the final node n; = 3. Some edges are annotated with

predicates that describe the conditions under which that edge is traversed.
(This notion is formalized later in this chapter.) So, in the example, if a is
less than b, the only path is from 1 to 2 and then on to 4 and 3. This book
describes all of the graph coverage criteria in terms of relationships of test
paths to the graph in question, but it is important to realize that testing is
carried out with test cases, and that the test path is simply a model of the



test case in the abstraction captured by the graph. To reduce cost, we
usually want the fewest test paths that will satisfy our test requirements. A
minimal set of test paths has the property that if we take any test path out,
it will no longer satisfy our criterion.

(a) Graph for lesting the case wit-h-inpul integers
a, b and output (a+b)

Map to
Testcase ty: (8=0,b=1) __ge [Testpathp,:1,2 4, 3]

Test case fo: (a=1, b=1) —pe [ Testpathpe: 1,4, 3]

Testcase f;: (3=2, b=1) ———p [Testpath p;: 1, 3]

{b) Mapping between lest cases and test paths

Figure 7.5. A set of test cases and corresponding test paths.

Section 7.1.

1. Give the sets N, Ny, Ny, and E for the graph in Figure 7.2,

2. Give a path that is not a test path in Figure 7.2.
3. List all test paths in Figure 7.2.
4. In Figure 7.5

GRAPH COVERAGE CRITERIA

The structure in Section 7.1 is adequate to define coverage on graphs. As
is usual in the testing literature, we divide these criteria into two types. The
first are usually referred to as control flow coverage criteria, or more
generally, structural graph coverage criteria. The other criteria are based
on the flow of data through the software artifact represented by the graph,
and are called data flow coverage criteria. Following the discussion in



Chapter 1, we identify the appropriate test requirements and then define
each criterion in terms of the test requirements. In general, for any graph-
based coverage criterion, the idea is to identify the test requirements in
terms of various structures in the graph.

For graphs, coverage criteria define test requirements, TR, in terms of
properties of test paths in a graph G. A typical test requirement is met by
visiting a particular node or edge or by touring a particular path. The
definitions we have given so far for a visit are adequate, but the notion of a
tour requires more development. We return to the issue of touring later in
this chapter, and then refine it further in the context of data flow criteria.
The following definition is a refinement of the definition of coverage
given in Chapter 5:

Definition 7.31 Graph Coverage: Given a set TR of test requirements
for a graph criterion C, a test set T satisfies C on graph G if and only
if for every test requirement tr in TR, there is at least one test path p
in path(T) such that p meets tr.

This is a very general statement that must be refined for different kinds
of graphs.

Structural Coverage Criteria

We define graph coverage criteria by specifying a set of test requirements,
TR. We will start by defining criteria to visit every node and then every
edge in a graph. The first criterion is probably familiar and is based on the
old notion of executing every statement in a program. This concept has
variously been called “statement coverage,” “block coverage,” “state
coverage,” and “node coverage.” We use the general graph term Node
Coverage. This concept is probably familiar and simple, so we use it to
introduce some additional notation. The notation initially seems to
complicate the criterion, but ultimately has the effect of making
subsequent criteria cleaner and mathematically precise, avoiding confusion
with more complicated situations.

The requirements produced by a graph criterion are technically
predicates that can have either the value true (the requirement has been
met) or false (the requirement has not been met). For the double-diamond
graph in Figure 7.3, the test requirements for Node Coverage are: TR =



{visit 1, visit 2, visit 3, visit 4, visit 5, visit 6, visit 7}. That is, we must
satisfy a predicate for each node, where the predicate asks whether the
node has been visited or not. With this in mind, the formal definition of
Node Coverage is as follows:

Definition 7.32 Node Coverage (Formal Definition): For each
reachable node n in G, TR contains the predicate “visit n.”

This notation, although mathematically precise, is too cumbersome for
practical use. Thus we choose to introduce a simpler version of the
definition that abstracts the issue of predicates in the test requirements.

CrITERION 7.7 Node Coverage (NC): TR contains each reachable node
in G.

With this definition, it is left as understood that the term “contains”
actually means “contains the predicate visit,.” This simplification allows

us to shorten the writing of the test requirements for Figure 7.3 to only
contain the nodes: TR = {1, 2, 3, 4, 5, 6, 7}. Test path p; = [1, 2, 4, 5, 7]
meets the first, second, fourth, fifth, and seventh test requirements, and test
path p, = [1, 3, 4, 6, 7] meets the first, third, fourth, sixth, and seventh.

Therefore, if a test set T contains {t;, t,}, where path(t;) = p; and path(t,)
= p», then T satisfies Node Coverage on G.

The usual definition of Node Coverage omits the intermediate step of
explicitly identifying the test requirements, and is often stated as given
below. Notice the economy of the form used above with respect to the
standard definition.

Definition 7.33 Node Coverage (NC) (Standard Definition): Test set
T satisfies node coverage on graph G if and only if for every
syntactically reachable node n in N, there is some path p in path(T)
such that p visits n.

The exercises at the end of the section have the reader reformulate the
definitions of some of the remaining coverage criteria in both the formal
way and the standard way. We choose the intermediate definition because
it is more compact, avoids the extra verbiage in a standard coverage
definition, and focuses just on the part of the definition of coverage that



changes from criterion to criterion.

Node Coverage is implemented in many commercial testing tools, most
often in the form of statement coverage. So is the next common criterion
of Edge Coverage, usually implemented as branch coverage:

CRITERION 7.8 Edge Coverage (EC): TR contains each reachable path of
length up to 1, inclusive, in G.

The reader might wonder why the test requirements for Edge Coverage
also explicitly include the test requirements for Node Coverage—that is,
why the phrase “up to” is included in the definition. All the graph coverage
criteria are developed like this. The motivation is subsumption for graphs
that do not contain more complex structures. For example, consider a
graph with a node that has no edges. Without the “up to” clause in the
definition, Edge Coverage would not cover that node. Intuitively, we
would like edge testing to be at least as demanding as node testing. This
style of definition is the best way to achieve this property. To make our TR
sets readable, we list only the maximal length paths.

Figure 7.6 illustrates the difference between Node and Edge Coverage.
In program statement terms, this is a graph of the common “if-else”
structure without the “else.”

path (t; )
path (ts)

nn
]

Ti={4} To={t t2}
T, satisfies node coverage on the graph T; satisfies edge coverage on the graph

{a) Node Coverage {b} Edge Coverage

Figure 7.6. A graph showing Node Coverage and Edge Coverage.

Other coverage criteria use only the graph definitions introduced so far.
For example, one requirement is that each path of length (up to) two be
toured by some test path. With this context, Node Coverage could be



redefined to contain each path of length zero. Clearly, this idea can be
extended to paths of any length, although possibly with diminishing
returns. We formally define one of these criteria; others are left as
exercises for the interested reader.

CrITERION 7.9 Edge-Pair Coverage (EPC): TR contains each reachable
p